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Scope	
  and	
  Objec7ves	
  
•  Cyberinfrastructure	
  Resources	
  

–  Network,	
  Storage,	
  Compute,	
  Instruments	
  
•  Orchestrate	
  and	
  Integrate	
  

–  provision	
  and	
  configure	
  resources	
  in	
  applica7on	
  specific	
  
ways	
  

•  Cyberinfrastructure	
  Services	
  
–  allow	
  (domain	
  science)	
  applica7on/workflow	
  agents	
  to	
  
request	
  “Cyberinfrastructure	
  Services”	
  in	
  abstract	
  ways	
  
that	
  make	
  sense	
  for	
  their	
  workflows.	
  	
  

–  science	
  users	
  should	
  not	
  have	
  to	
  understand	
  too	
  many	
  
details	
  regarding	
  network,	
  storage,	
  and	
  compute	
  system	
  
details.	
  

•  Distributed	
  Hybrid	
  Cloud	
  Architecture	
  is	
  a	
  key	
  part	
  of	
  
our	
  approach	
  	
  

•  All	
  the	
  work	
  described	
  here	
  is	
  supported	
  by	
  various	
  
NSF,	
  DOE,	
  and	
  GENI	
  projects	
  



UMD/MAX	
  ScienceDMZ	
  

Managing	
  local	
  resources	
  in	
  the	
  
context	
  of	
  external	
  connec7ons	
  and	
  
resources	
  



UMD/MAX	
  ScienceDMZ	
  



UMD/MAX	
  ScienceDMZ	
  

•  Automated	
  Flow	
  management	
  
between	
  ScienceDMZ	
  and	
  
campus	
  being	
  studied	
  



Applica7on	
  Topology	
  Building	
  
•  Orchestra7on	
  across	
  a	
  diverse	
  set	
  of	
  resources	
  
can	
  be	
  challenging.	
  	
  As	
  and	
  example	
  to	
  build	
  this:	
  

•  Requires	
  steps	
  including:	
  
–  Instan7ate	
  user	
  VMs	
  on	
  local	
  OpenStack,	
  aaach	
  SRIOV	
  interfaces	
  to	
  local	
  

Ceph	
  
–  Configure	
  AWS	
  Direct	
  Connect	
  	
  for	
  proper	
  VPC	
  access	
  
–  Provision	
  a	
  Layer2	
  path	
  across	
  MAX	
  regional	
  network	
  to	
  AWS	
  
–  Instan7ate	
  AWS	
  VPC	
  resources	
  	
  
–  Instan7ate	
  a	
  local	
  VM	
  with	
  BGP	
  configured	
  for	
  AWS	
  peering	
  
–  Configure	
  proper	
  private	
  IP	
  addressing	
  and	
  external	
  gateway	
  func7ons	
  



Orchestrated	
  Services	
  and	
  GENI	
  Integra7on	
  

•  Model	
  Based	
  Resource	
  Management	
  and	
  
Computa?on	
  

•  Interacts	
  with	
  other	
  system	
  APIs	
  to	
  auto	
  
generate	
  models,	
  ini?ate	
  provisioning	
  
ac?ons,	
  and	
  monitor	
  status	
  

•  Integrate	
  into	
  GENI	
  Ecosystem	
  via	
  GENI	
  
AM	
  and	
  Federa?on	
  Infrastructure	
  

•  Leverage/add	
  Federa?on	
  policy	
  features	
  

GENI	
  Slice	
  Perspec?ve	
  
•  We	
  will	
  define	
  GENI	
  RSpec	
  “SDMZ	
  Extension”	
  to	
  define	
  
what	
  can	
  be	
  instan?ated	
  in	
  a	
  GENI	
  Slice	
  	
  

•  We	
  have	
  already	
  done	
  this	
  for	
  an	
  ini?al	
  “SDX	
  Extension”	
  	
  	
  



Thank-­‐you	
  



GRAM	
  with	
  ABAC	
  like	
  policy	
  
features	
  for	
  mul7ple	
  control	
  
levels	
  for	
  SDX	
  u7liza7on	
  and	
  
connected	
  resources:	
  	
  
•  Federa7on(Clearinghouse),	
  

Virtual	
  Organiza7on	
  (Project),	
  
Slice,	
  User	
  

•  Real7me	
  authoriza7ons	
  and	
  
access	
  policy	
  adjustments	
  
needed	
  

SDX	
  Func7onality	
  


