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Abstract. The Global Environment for Network Innovations (GENI) israque
virtual laboratory for at-scale networking experimerdati8]. GENI will in-
clude a broad range of networking technologies running &aalities such as
next-generation optical switches, novel high-speed reutity-wide experimen-
tal urban radio networks, high-end computational clustansl sensor grids. As
a design goal, GENI will support extensive instrumentatimat makes it easy to
collect, analyze, and share real measurements.

Leveraging and Abstracting Measurements wigff SONARLAMP) is a project
to create an instrumentation and measurement system, bagetfSONARfor
use by experimenters on ProtoGENI[29, 32,20]. LAMP willlabbrate, with
other GENI projects and the Instrumentation and Measureliverking Group,
on a plan to develop a common monitoring architecture anchdveork. This
effort will include a representation of GENI topology to beed to describe mea-
surements and experiment configuration, as well as an ésteriermat for data
storage and exchange [9]. This document is an analysis oprdBONARan be
leveraged as a basis for a common GENI monitoring infragirecand explores
the requirements for the 1&M system and the integration tftesl measurement
projects.

1 Introduction

The Global Environment for Network Innovations (GENI) israque virtual laboratory

for at-scale networking experimentation [8]. The earlyusof GENI is placed upon

building a network infrastructure that can be used to setupran experiments across
slices of the GENI network. However, an equally importarmhponent of any experi-

ment is measuring and observing the experiment. Creatiggsurement infrastructure
is in many ways as challenging as creating the GENI infrastine used by the experi-
ments themselves. Creating such a measurement infrasguovolves first deploying

measurement resources and then creating a service that can:

— ldentify which measurement resources are available



— Select the resources to be used

— Specify what to measure (and at what level of detail)

— Record the measurement data in a common format

— Store/archive the data

— Filter/process the data

— Locate distributed data from around the framework

— Provide users with (secure/authenticated) access to theatad support tools for
viewing the data

In short, adding a “measurement plane” to a user’s expetitsige is critical func-
tionality for GENI. Leveraging and Abstracting Measureitsemith perfSONARLAMP)
is a project to create an instrumentation and measuren&v) @ystem, based operf-
SONARfor use by experimenters on ProtoGENI [32, 20]. Togetheh wur partners,
we will create a prototype ProtoGENI Instrumentation ancaMeement Infrastructure
(pGIMI). Our goal is to develop a comprehensive and easydasystem for I&M.

The high-level goal of this effort is to simplify the task ofstrumentation and mea-
surement, making it easy to set up the measurement systehatsagers can focus
operation of their experiment, not the measurement sysiéma.LAMP 1&M system
aims to not only make it possible for users to instrument astdio measurement data,
but also actually simplify the task by helping them create mteract with their slice’s
measurement plane. This system will build on, and extereirtitial instrumentation
and measurements capabilities being developed as par &rttoGENI cluster work
and will ideally extend into the larger GENI infrastructufithe LAMP &M system
will be realized by adapting the burgeonipgrfSONARetwork measurement frame-
work to provide performance measurements from the varioomgponents of the GENI
environment.

Another important aim of the LAMP project is to collaboratéwthe GENI 1&M
working group [9] and other GENI 1&M projects in designing anemon monitoring
architecture. Integrating different measurement systesggires, among other things,
the use of a common but extensible format for data storagesaciiange, the use of
a common representation of GENI topology to describe measents and experiment
configuration, and, when possible, the use of similar anttdefined component APIs.
In fact, these challenges have been key guiding principagiol the design and imple-
mentation of theperfSONARneasurement framework. Key featurepeffSONARhat
can be leveraged by GENI to expedite the definition of a comi&dh architecture
include:

— Extensible, unified network and host metrics.The basicperfSONARmeasure-
ment format and storage infrastructure can be extendeditoronty store all in-
strumentation in the GENI system. The different GENI I&M jaats can easily
define their own extensions if existing metrics do not applyrthermore, indi-
vidual GENI slices can define fully compatible extensionsewperiment-specific
metrics. The use of such a format maximizes collectionagteiand analysis code
reuse and makes comparison possible.



— Explicit representation of network topology, tied to measirements as meta-
data. The Unified Network Information Service (UNIS) [38] reprasation out-
lined in this document allows for a uniform expression oftb# GENI infrastruc-
ture. In addition, it implicitly provides a configuratiort@rface for these dynamically-
configurable resources.

— Measurement sharing.The perfSONARsystem is easily extensible to represent
any type of performance values and events. Widespread asydmne@asurement
sharing requires a common format that is extensible enooglipport new con-
structs of the sort envisioned and proposed to run on GENI.

— Proven measurement architecture components and API$heperfSONARrame-
work identifies several key components necessary in a widkesfederated, inter-
operable measurement infrastructure. Requirements andastdized interfaces for
exchange and operation are defined for each componenipdifftONARrame-
work is also extensible enough to incorporate new types ofpaments into the
existing architecture.

This document presents an initial analysis of how peefSONARramework can
be leveraged to integrate the different GENI I&M systemsaralcommon instrumen-
tation and measurement architecture. Specifically, Se@iof this document presents
broadly the general requirements and motivations for a comi&M architecture. Sec-
tion 3 provides an overview of therfSONARramework, describing core components
and the formats used for representing measurement datawidgy information. Sec-
tion 4 discusses the first steps needed to integrate thénepdBENI 1&M systems based
on perfSONARFinally, we conclude and outline future work in Section 5.

2 GENI Instrumentation and Measurement

GENI is in the second phase of exploratory rapid-prototgpalled GENI Spiral 2
[11]. One focus of this new phase is the development of achite, tools and services
enabling experiment instrumentation. For this purposesrse projects have joined the
GENI prototyping effort with the objectives of designingdaprototyping instrumen-
tation and measurement (I&M) systems for GENI. There areetuly at least ten dif-
ferent projects working to provide 1&M services in GENI [1Hach following their
own methodology and targeting specific, some times oveitgppse cases. While this
parallel prototyping approach is a good way of identifyimgjuirements, difficulties
and solutions in providing 1&M services across the highlyenegeneous GENI envi-
ronment, it also creates a highly diverse, sometimes ineitvlp set of I&M systems.
This in turn reduces the usability of GENI to experimenthet how need to understand
how to operate services and how to retrieve and interpresurement data from the
different 1&M systems.

The GENI Instrumentation and Measurement Working Grou§]been created with
the objective of designing an architectural framework f&N&'s 1&M infrastructure.
The first draft of the GENI I&M Architecture Document [10] dimes requirements,
use cases and components for a common GENI I&M frameworlcifigaly, this doc-



ument identifies:

— Several key Instrumentation and Measurement servicasnmdd by the existing
GENI I&M projects’ proposals

— The need for standardized interfaces, protocols and schamnaeasurement data
exchange and representation

— The need for standardized interfaces, protocols and APLssfag the 1&M services

— The need to locate distributed measurements both from ieeets and the physi-
cal support infrastructure

— Ownership and privacy concerns for experimenters data

— Experimenters’ workflows for experiment and &M configuoati

— Use cases and other requirements

In this document, we concentrate on the first four items asdrilee how theerf-
SONARframework can be used as a starting point to quickly achieselesired goals
for a common GENI I&M architecture. Several of the 1&M semicidentified in [10]
have direct counterparts on tperfSONARarchitecture (i.e. Measurement Point, Mea-
surement Analysis and Presentation, Measurement Datav&jciOther services (i.e.
Measurement Orchestration and Measurement Collecti@njvatcome extensions to
the currenperfSONARramework. The functionality of these services have bestohi
ically provided underneath theerfSONARnNiddleware layer, without explicit represen-
tation on theperfSONARramework, but are still part of anyerfSONARmeasurement
infrastructure. In Section 4, we elaborate on the commbesiand mappings between
the components defined by tperfSONARarchitecture and the services identified on
the GENI I&M Architecture Document and on the design of diffiet I&M projects.

The foundation of theerfSONARapproach to network monitoring is the definition
of standard, fully featured ways to represent measuremeaat éll perfSONARJata
formats are derived from the groundbreaking work of the tpe®©Grid Forum (OGF)
working groups on network measurement [25]. Data reprasientrelies on two simple
principals:

— ldentification of common “shared” components as well as tgable “dynamic”
components of a measurement
— Incorporation of the above into scalable XML formats

Once defined, these data formats lend for easy storage,reyehand search. By
encouraging service developers to buy into peefSONARarchitecture, API develop-
ment and re-use becomes commonplace. Construction of spitiic API to access
a particular type of measurement, e.g. utilization of a wekwink, can be built using
existing libraries and data abstractions for other sesvineheperfSONARarchitec-
ture. In addition to data storage, pkrfSONARservices communicate using a common
protocol. This message structure is a well scripted andmeated interaction between
services, clients, and other aspects of the framework. Thi®gol is based in part on
the data representation: this allows for significant redsmre libraries and APls.

Finally, measurement systems are only useful if they aréydasatable and search-
able for material of interest. Integration of measuremebsgstems with a discovery



framework is key to the successmErfSONARThe Unified Network Information Ser-
vice (UNIS) is a solution to the problem of measurement discp UNIS combines
a proven measurement location system,gegSONARL_ookup Service (LS), with a
developing solution for integrating knowledge of netwoopatlogy, theperfSONAR
Topology Service. When combined, these two componentdded@foster a complete
view of network performance and awareness, and prove tabwiall components of
GEN!I including the Control Frameworks (CFs).

The following section will describe the current state of feefSONARramework.
Following this, we describe ways to integrate the exispegfSONARsolutions into a
unified I&M system for GENI. We conclude with some final remmdbout the nature
of the solution and next steps for LAMP.

3 perfSONAR

perfSONARs a framework that enables network performance informatiobe gath-
ered and exchanged in a multi-domain, federated envirohrba goal ofperfSONAR
is to enable ubiquitous gathering and sharing of this peréorce information to sim-
plify management of advanced networks, facilitate crassain troubleshooting and to
allow next-generation applications to tailor their exéouto the state of the network.
This system has been designed to accommodate easy extgngibinew network
metrics and to facilitate the automatic processing of tmestics as much as possible.
GENI is developing a unified monitoring infrastructure iniethall layers of the system
can be configured and customized.

perfSONARSs a collaborative project among several national R&E néts@nd
partners. The complete set of participants is availabla tteeperfSONARveb site [29]

— the core network operator participants are: the US DOEisgEShe E.U.'s GEANT,
Internet2, and RNP in Brazil [6, 7,17, 33]. WhiierfSONARS currently focused on
publication of network metrics (e.g. one- and two-way latemchievable bandwidth,
utilization), it is designed to be flexible enough to handdeymetrics from technologies
such as middleware or host monitoring.

A focus of theperfSONARproject has been to define standard schemata and data
models for network performance information. As supkfSONARhas emerged as
a community-driven standard for unified network performeanmmonitoring via forums
such as the Open Grid Forum (OGF). Development of actua@rdperable implemen-
tations has followed the Internet Engineering Task For€& i) spirit of multiple work-
ing interoperable implementations. There are numerousnizgtions producingerf-
SONARcompliant software implementations at this time. The atea models and
protocols used iperfSONARwvere designed to be extensible to new metrics. The key
to the success gierfSONARhas been the unification of various network-related met-
rics in a single framework. BasfmerfSONARservices have been implemented to report
host metrics as well.

Previous work orperfSONARhave described the original overall architecture[13],
the data model and schemata [41], network topology [3]perdSONAR_ookup Ser-
vice [40] and experiences perfSONARIeployment [2, 12].



3.1 Architecture

perfSONARs an example of a Service Oriented Architecture (SOA), Wffers the
ability for specialized, autonomous services to join un@@ommon access scheme.
Thus, it is possible to separate the roles of monitoringaste, processing, and visual-
ization of data into specialized service instances.

The differentperfSONARomponents are implemented using Web Services (WS)
technology therefore the interaction between servicesatdeen clients and services
are performed using well defined language independenfactes. All WS interfaces
are defined using eXtensible Markup Language (XMigtfSONARveb services fur-
thermore extend an XML schema defined by the OGF's Networksuiesment Work-
ing Group NM-WG [23]. These schemata are used to provide faumiencoding and
exchange mechanism for performance information withinaerdss administrative do-
mains. This vastly simplifies system component interastemwell as storage require-
ments.perfSONARalso utilizes the network characteristic taxonomy defingdhe
OGF NW-WG [21].
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Fig. 1. perfSONAR Measurement Framework

3.2 Components

In this section, we briefly describe the applications andises that make uperf-
SONARThe core components of tiperfSONARarchitecture used in this case are the
data producers - Measurement Point (MP) and Measuremehivir@MA) services,
data consumers (Analysis clients) and discovery - Infoimnabervices (IS). The MPs
and MAs are responsible for exposing performance metriod, im the MA case, in
potentially storing metrics for later retrieval. The IS e&sponsible for helping clients
find available services and even finding relationships betvapecific network topol-
ogy elements.

Measurement Archives The storage of archived measurement data can take on many
forms (e.g. relational databases, RRD[34], flat files). Reigas of the proposed archive



solution, a general truth is that most storage schemesreeglightweight and capable
mechanism for retrieving the data. A hallmark of {erfSONARIJesign is the design
and functionality of the various services that implementeb\8ervices (WS) [39] in-
terface around measurement storage schemes. The “MeasurAnchive” (MA) is a
common feature iperfSONARIeployments due to it’s utility: the ability to store and
provide data, potentially of diverse types, in a compacteffitient manner. Current
implementations of the MA have focused on the storage of e network mea-
surements including one way latency [28], two way latendyj,[Bassive measurements
[5], and bandwidth [4], [19], [24], [37].

Measurement Points The measurements thperfSONARarchives and exposes must
come from lower level tools: either passive or active measiant systems are required
to gather network metrics. ThEerfSONARFramework has the notion of “Measurement
Points” (MPs), services that offer an interface to low ler@asurement tools. The
interface may function in an “on demand” fashion, e.g. ailmyva user to request a
live measurement, or in a “scheduled” fashion, e.g. whezeMR may be configured to
make regular measurements, and store the results in locagigtor through an affiliated
MA.

Information Service TheperfSONARnformation Service (IS) is used for service reg-
istration, service discovery, data discovery, and netwampklogy representation. These
services were previously separated into a Lookup Servi&¢ énd a Topology Service
(TS), but those systems overlap significantly in some cades.query syntax of the
two is essentially the same, and the infrastructure usedgpast local registration and
global discovery is common as well, so these were mergedisingle IS.

The discovery function of the IS involves accepting registm information from
perfSONARservices. As each component updates its information, atbeponents
and clients may locate these deployed services via quédieservice descriptions and
network metrics, (both actual data and descriptions ofytheg of data an MP may col-
lect) are defined using XML schema and encoded in XML. Inallidehis function are
mechanisms to allow for scalable wide-scale deploymerites& mechanisms include
a hierarchical structure with different levels of summatian of data, synchronization
among top-level IS, and leader election algorithms.

The topology service functionality within the IS stores pressentation of the ele-
ments of the network topology. This is used for pathfindiegresenting relationships
between elements about which performance data has beeregmditto make decisions
about topologically-appropriate network services, ansoek visualization.

3.3 perfSONAR-PS

perfSONAR-P$pS-PS) is a set of independent software services that imggiethe
perfSONARprotocols for network performance monitoring. pS-PS smwiare de-
signed to be compatible with all othperfSONARsoftware that implements thgerf-

SONARprotocols. pS-PS is able to federate between deploymeatscydarly those



that span multiple domains, making the job of solving enend performance prob-
lems on paths crossing several networks much easier tossl{iB@]

The pS-PS software suite is developed almost entirely inPig programming
language, taking full advantage of numerous language festand benefits including
the Comprehensive Perl Archive Network (CPAN) distribnteystem. This software
manager makes pS-PS the ideal choice for integration ipicayNOC environments.
Appendix 6 summarizes currently available pS-PS companent

3.4 Deployment Footprint

perfSONARdata is currently available on major R&E backbone networiduiding
ESnet, Geant, Interent2, and RNP. Regional and NationadRels and Educational
Networks (NRENS) both in the US and Europe are adoptperfSONAROooIs at a
rapid pace. Campus networks, the “end of the line” in manggaare also realizing the
importance of these tools for their users. Virtual Orgatiizres (VOs) from scientific
disciplines, such as the LHC project, continue to experiméth the viability of on
demand testing as well as stitching together measurememisthe networks of the
world.

3.5 Schemata

The differenperfSONARomponents are implemented using Web Services (WS) tech-
nology therefore the interaction between services anddmtwelients and services are
performed using well defined language independent intesfall WS interfaces are
defined using eXtensible Markup Language (XMpgrfSONARwveb services further-
more extend an XML schema defined by the Open Grid Forum (OZH5}) |

These schemata are used to provide a uniform encoding ahdmge mechanism
for performance information within and across administealomains. This vastly sim-
plifies system component interactions as well as storagérezgentsperfSONARilso
utilizes the network characteristic taxonomy defined thgtothe the OGF's Network
Measurement Working Group (NW-WG) [21].

The schemata provide an abstract framework with an exgkgaration of the data
values, which are expected to be quite numerous, from tisedgsamic metadata that
describes that data and is, by comparison, rather statis. Bdsic concept, coupled
with the notion of a “base” format explicitly designed withtension in mind, delivers
a simple yet powerful vehicle for the description of networkasurements. This basic
approach delivers efficiency wherein metadata can therdoedstsearched, and trans-
mitted separately from the data sections. Itis also passihlise identifying keys to aid
in the explicit linking of the metadata and data sectionspewhen they are not stored
in the same location.

To clearly represent the diversity offered in both netwogkfprmance data and net-
work topology, it is necessary that the basic represemét@as simple and extensible
as possible. The “Base Schema” instances realize the getalsrth by the NM-WG
to minimally describe information, and provide ample roanektend the approach to



more complex ideas and concepts. Section 3.6 describestthmata used in the stor-
age and exchange of network measurements. Section 3.7lassitre schema compo-
nents that are used to define network topology — a concepstimportant for network
measurements as well as control frameworks that describ@riecomponents.

3.6 Measurement Description

A key motivating factor in the design of the NM-WG data remstion format is the
need to balance interoperability and flexibility. Agreeimg standard mechanisms for
sharing data in a large and diverse group like the OGF has matar that defining
an interface and storage format is difficult, and there ameyndlifferent environmental
issues to consider. Any solution which is so rigid as to preelthe inevitable advances
in this area will not be successful. The goals of our measergnd monitoring frame-
work must address:

Normalized data encoding in canonical formats
Extensibility to new data sources

Flexible re-use of basic components

Incorporation of existing solutions and technologies
Language/Implementation independence

Keeping these in mind, the basic goal of the storage and egehformat is to
allow the separation of rapidly changing information, hefocth the ‘tatd’, from rel-
atively constant information, or thenfetadatd. A simple example involves &racer-
oute, which would have aglatathe IP address, time and measured value of each net-
work probe. This is completed with associatedtadatathat includes the source and
destination host of the entire operation along with any gjgegarameters that were
specified.

The care taken in the design of this separation leads to amudbgain in effi-
ciency when it comes to storage and delivévgtadatadescriptions may be re-used
across multipledata sets leading to faster search procedures and a reductidoref s
age requirementPata sets are minimal, containing only information they requae
be useful and utilize encoded identification methods totifieany metadatanstance
they may be related to. Appendix 6 goes into great detailrcigg the design of the
perfSONAR schemata.

3.7 Topology Description

Network measurements need to refer to the elements of nefwfsastructure as the
subjectof their data. Initially, we made efforts to define canonifmaims of recurring
network elements. Subsequently, we observed that if wedeel the relationship be-
tween those various elements, we would arrive at a reprasemtof the topology of
the network. This topology representation is useful in Wsmaight and can be applied
in a variety of ways, including:

1. Determining relevance of network measurements



2. Representing which elements share infrastructure
3. Location of appropriate points from which to measure

Network topology is a rich subject, with many possible appttes available to
solve complex modeling problems. Appendix 6 goes into gdedail regarding the
design of the perfSONAR topology schemata. This sectionagiged as a supplement,
as the design of network topology representation does mddtthe overall purpose of
having it available through the network monitoring subsyst

4 Integration

4.1 Topology Representation

Network measurement representation is intrinsically teedetwork topology descrip-
tion. This need to represent network topology informatialminated in the NM-WG
topology schema used lperfSONARas presented in Section 3.7. However, the topol-
ogy schema was conceived to represent network topologyniargé(i.e. without being
tied to the network measurement domain), and has in fact adepted by other net-
work based services, most notably the Inter-domain CdetrBrotocol [14] (ION [18],
AutoBAHN [1], OSCARS [27]). This greater community has pedhe valuable source
of use cases and insights on the general representatiotwadmkaopology, which have
guided extensions and other modifications to the original-W@ topology schema.
This emerging network topology schema is evolving into whéteing called the Uni-
fied Network Information Services (UNIS) schema.

The UNIS topology schema builds upon the same base elemedifiaed in the
NM-WG topology schema (see Section .1), elgmainsnodesports links, networks
pathsandservicesThe UNIS schema also establishes the same guidelinesfaieh-
tification scheme of the different topology elements, dlbeiv recognizing that specific
domains may have greater flexibility provided that they &lécntained. The notion
of relationships among topology elements, as representeteorelation schema el-
ement, continues to be a central part of the topology sché&ima.Network Markup
Language Working Group (NML-WG) of the OGF is working to camthe efforts of
multiple projects (including UNIS) in describing networdpblogies into one standard-
ized network description ontology and schema. The UNISmehelosely follows the
current (in-progress) NML schema.

A number of key factors make the UNIS effort relevant to thedweof GENI I&M.
Besides the need to represent topological elements astaibfaetwork measurements
and instrumentation, several components of the GENI archite require a standard-
ized way to represent the resources that compose GENI'sratdsind relations be-
tween them. To date, this has been addressed by the GENI R®ppec defines a data
structure describing the set of resources available to perarenter. In order to obtain
or configure these resources, a GENI user may invoke thefigaeBSpec via privi-
leged operations (GMC calls). The RSpec describes thersidsesources through a
core schema and a standardized extension mechanism.

While some GENI clusters have built upon existing multidaypetwork topology
schemata to define their RSpec (e.g. ORCA and the Networkrlpéea Language
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(NDL) schem&), other have takes a more simplistic, ad-hoc approach wanktopol-
ogy representation. In many cases, these approaches @aigthe basic topological
elements suitable for their substrates, e.g. defining ndidés and interfaces operating
primarily on the Ethernet and IP layers. This method of repnéing ProtoGENI nodes
has been expanded through the RSpec extension mechanisgwéth an identifica-
tion scheme, highlighting the need for a flexible and unifipdraach to resource and
topology representation.

The RSpec is at the core of the GENI workflow, and the lattehaclapproaches
will prove hard to scale to the more complex environmentsaha targeted by GENI.
The benefits of using a general network topology schema dsasis for the network
elements representation in the RSpecs are compounded bitl to integrate with
other components of the GENI architecture that also requéterork topology repre-
sentation (e.g. the Operations and Management plane fdtr&raiPerformance Man-
agement, and, the focus of this document, the Instrumentatid Measurement plane).
In this context, we find it appropriate to present an exampleoa the UNIS schema
could be used as the basis for the ProtoGENI RSpec. (Notahbatescription pre-
sented in Section 3.5 for the topology representation iwodt measurements applies
directly to the needs of the 1&M architecture). The follogiXML document shows
the ProtoGENI RSpec Tunnel Example based on the UNIS togadgema.

<pgeni : rspec xm ns: pgeni ="http://ww. protogeni.net/resources/rspec/2"
xm ns: gretun="http://ww. protogeni.net/resources/rspec/ ext/gre-tunnel /1"
xm ns: uni s="http://ogf.org/ schema/ net wor k/ t opol ogy/ uni s/ 20100528/ "
type="request" >

<uni s: node i d="node-0">
<uni s: nodePr operti esBag>
<pgeni : nodeProperties exclusive="true"
conponent _manager _i d="ur n: publ i ci d: | DNterrul ab. net +aut hori ty+cni' >
<pgeni : sliver_type name="raw pc" />
</ pgeni : nodeProperties>
</ uni s: nodePr operti esBag>

<uni s: port id="node-0:if0">
<uni s: port Properti esBag>
<gr et un: nodeProperties>
<gretun:interface_i p address="192. 168. 0. 1" net mask="255. 255. 255. 0"
</ gretun: nodeProperties>
</ uni s: port PropertiesBag>
</ uni s: port>
</ uni s: node>

<uni s: node i d="node-1">
<uni s: nodePr operti esBag>
<pgeni : nodeProperties exclusive="true"
conponent _manager _i d="ur n: publ i ci d: | DN+uky. enmul ab. net +aut hori t y+cni >
<pgeni : sliver_type nane="raw pc" />
</ pgeni : nodeProperties>
</ uni s: nodePr oper ti esBag>

<uni s: port id="node-1:if0">
<uni s: port Properti esBag>
<gr et un: nodeProperti es>
<gretun:interface_ip address="192.168.0.2" net nask="255. 255. 255. 0"
</ gretun: nodeProperties>
</ uni s: portProperti esBag>
</ uni s: port>

3 ORCA and NDL, along with UNIS, are all collaborating on the Nigtandardization effort.
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</ uni s: node>

<unis:link id="link">
<uni s: type>gre-tunnel </unis:type>

<uni s: por t | dRef >node- 0: i f 0</ uni s: port | dRef >
<uni s: port | dRef >node- 1:i f 0</ uni s: port| dRef >
</ unis: |ink>
</ pgeni : r spec>

As shown in this example, the current approach for techryadpegcific extensionsin
UNIS uses a technology specific properties element thattates) perhaps along with
other properties elements, the base topology elementhAIZENI specific attributes
and (complex) elements required to describe a node can éelglgpecified inside the
nodePropertieglement of the GENI XML namespace. This extension mechahasn
several advantages over the initial type hierarchy extenapproach of the NM-WG
topology schema:

— All network topologies are described using only the basmelgs annotated with
technology specific properties. This allows network sessito understand the ba
sic topology description without requiring the knowleddetechnology specific
namespaces.

— Clean validation of messages can be done against the bammathdependently
of technology specific extensions used.

— Avoids the proliferation of messy multiple inheritance mregentations and facili-
tates the reuse of properties defined in different namesgaag. combining layer
3 and layer 2 properties).

We currently believe, as does the NML-WG, that these baseezies are sufficient
for representing any type of network topology given an eggike extension mechanism
such as the one presented above. Given this extensibleenbiNtS is uniquely suited
to adapt to new technologies and emerging networks, inquéati those of large-scale,
heterogeneous environments with bleeding edge techn@sgre being prototyped
within GENI.

4.2 Architectural Components and APIs

GENI 1&M currently features several diverse projects, eagth strengths that will
facilitate a diverse selection of measurement tools. hatiétg each project withiperf-
SONARhas a unigue set of challenges:

— Construction of new data schemata for previously un-catsegd measurement for-
mats
Normalizing data formats from existing metrics
Integration of WS interfaces into previously un-accessibsources
IntegratingperfSONARprotocols into daily operations
Construction of new APIs to access all information

The following sections will discuss some current GENI petgetheir contributions
to the measurement space, and potential integrationgiteatd his is not an exhaustive
list, but does touch on efforts that will either benefit fragarfSONARnNtegration or
will require changes to thperfSONARramework and protocols to support.
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INSTOOLS Instrumentation Tools for a GENI Prototype (INSTOOLS) israject
to create a GENI-enabled testbed based on the existing tditivef Kentucky Edulab,
and to implement and to deploy instrumentation capakslitreat will enable GENI
users to better understand the runtime behavior of theierxgnts. [16] Currently
INSTOOLS provides data collection capability for passiveasurements (e.g. SNMP).
Metrics of interest are network based (e.qg. traffic stasstitilization, host statistics).
There are several analogous components that map direqbrtSONAR omponents,
a partial list of INSTOOLS components:

— Measurement Controller- Controls the measurement collection activities

— Measurement Points Gathers measurements, stores the results in backenddatab
technologies

— Archive Server- Allows access to measurements

— Content Management System Manages components

Integration with INSTOOLS components would involve defgimew metrics for
data thaiperfSONARIJoes not currently deal with. INSTOOLS components would be
required to expose archived information through Web Seruiterfaces, and could
utilize existingperfSONARprotocols for communication.

OnTimeMeasure This effort provides GENI with an on-demand measuremenicer
used in forecasting, anomaly detection, and fault-locatimgnosis in GENI experi-
ments and GENI operations. The project will deploy a prgietygneasurement service
to support operations and early experimenters use in theyées, and will revise the
service in each development spiral to improve services@tediiation, based on GENI
community feedback. [26]. Current incarnations of OnTingealdure utilize existing
stores ofperfSONARlJata to perform forecasting duties. There are several goak
components that map directly perfSONARomponents, a partial list of OnTimeMea-
sure components:

— Node Beacon Active measurement component

— Root Beacon Collection of all measurements, home of visualization ponents
— Policy Authority - Controls access to measurements

— Publish Authority - Provides information from the backend storage

OnTimeMeasure utilizes metrics from tiperfSONARramework, but is also in-
terested in several new measurements (e.g. pathratepadthdathcar). Extension to
new schemas is a must to accomplish these goals. In additimapping new metrics,
certain components of OnTimeMeasure must incorpgpratéSONARprotocols into
operational behaviors.

S3MONITOR Scalable, Extensible, and Safe Monitoring of GENI (SSMOGR)
is an effort to develop a prototype shared measurementcgebased on the existing
S3 service, integrate it with ProtoGENI and deploy it for QEXperimenter’s use.
This shared measurement service will emphasize scalahiiil safety to best utilize
network resources associated with measurements. Thecpvdgjealso analyze GENI
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privacy and security requirements for measured data, amitygpe the service to ad-
dress appropriate requirements in each development §3isj3lIS3MONITOR collects
or plans to collect several existing metrics that are mappéebe perfSONARrame-
work including latency and bandwidth. There are severalogmaus components that
map toperfSONARomponents, a partial list of SSMONITOR components:

— Sensor Pods Manage data repositories, configurations
— Sensing Manager Aggregates and disseminates data
— Engines- Inference service to increase scalability

S3MONITOR'’s achitecture is distributed and scalable.draéon into theperf-
SONARframework should prove to be a powerful addition to the oWetasign of
these components. The ability to communicate via the stanuexfSONARprotocols
as well as take advantage of planned enhancements to ctivdrpblicy and security
surrounding measurements via therfSONARAuthentication mechanisms will em-
power SBMONITOR to complete goals centered on the “safefytheasuring in an
active experimental framework.

The Integrated Measurement Framework and Tools for CrogsrLExperimentation
will develop and integrate the GENI Integrated Measurenf@atmework (IMF) for
optical communication substrates into the ORCA controinieavork prototype, and
integrate the FIND SILO framework into the ORCA control frawork prototype, and
IMF and SILO with each other, to enable cross-layer expemtatéon involving the
physical layer of an optical network. [15]

IMF relies in a “publication” and “subscription” model to @eaccess, this is some-
thing thatperfSONARSs working to integrate. Additionally, IMF will benefit gréds
from the UNIS schema and service as a way to glean and cotrilaiails about the
topology of the network. There are several metrics that I€guires that are not cur-
rently mapped in thperfSONARJata representation. It is expected that extension will
be required to achieve access to these results.

5 Conclusion

This work has presented an detailed project, based opetfSONARramework, that
addresses the Instrumentation and Measurement needs Bfdt@GENI project. In
addition to describing the software componentpeffSONARwe have presented an
open and extensible topology and measurement descriptigohge that may be imple-
mented by other 1&M themed projects to unify the measurerrdrdstructure across
the ProtoGENI project.
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Appendix A

Here we summarize a number of currently availgidefSONAR-P8omponents.

SNMP MA The perfSONAR-PSNMP based Measurement Archive (SNMP MA)
is able to expose data collected via variables from the Sirigtwork Management
Protocol (SNMP) protocol found on networked devices andeston Round Robin
Databases (RRD) archives. The SNMP MA provides a simplefade that is cable
of exposing these files after basic configuration for congionpy perfSONAR:lient
applications and services alike. The Web Service front endiges a uniform method
of access using theerfSONARKML protocols and delivers the data in an unambiguous
manner, thus eliminating the mystery associated with tlo&drad storage.

gLS/hLS TheperfSONAR-P&ookup Service (LS) addresses the always challenging
problem of resource registration and discovery forgbeSONARramework. Service
instances that manage datasets are only useful when thelyecaantacted by con-
sumers. Consumers can only function when there is dataall@ilTo manage these
problems in a dynamic environment suchpefSONARIt is necessary to register,
maintain, and query for the services that may contain istarg data. The distinction
between global and host Lookup Services (gLS/hLS) provédeierarchical, scalable
infrastucture for managing service queries across feeéidamains.

The perfSONAR-P&S relies on an XML database, Oracle DB XML, to store ser-
vice registration information in a native manner. Using goaver of the XPath and
XQuery standards it is then possible for client applicagiand services alike to query
for information in a uniform and powerful manner. AlerfSONARservices are capable
of registering information with an LS instantiation, thusptbying the LS within an
I&M framework is paramount.

Status MA TheperfSONAR-PStatus Collector and Service allows networks to mon-
itor network elements and make available its operationdladministrative status in-
formation. TheperfSONAR-PStatus Collector can collect status information via a
number of methods. It can be configured to run a script allgutito query devices that
the service doesn't natively support, or to consult an edstlatabase of status infor-
mation. The collector can also be configured to obtain siafosmation directly from
the switches and routers.

PingER TheperfSONAR-P8IngER service is an evolution of the PingER project [22]
with more than 10 years experience in collecting and anadysetwork performance
across the world. ThperfSONAR-P®IngER service is composed of both a storage
backend (MA) and measurement frontend (MP) to conduct amr@ §ling measure-
ments and to make available such data for consumption brested parties. Network
characteristics supported include availability, lateanoy jitter, which provide a broad
spectrum of determining end-to-end network performance.
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PSED The perfSONAREvent Daemon (PSED) is a lightweight monitoring compo-
nent designed to collect a wide range of time series data tamé & in a consistent,
space-efficient format. PSED uses a client/server modeteutiistributed monitoring
clients communicate with a centralized (experiment-wa#lection daemon to report
measurement events. With the ability to run on a number dfglas, PSED has been
primarily deployed as an end-host monitoring tool whereait collect network and
CPU utilization, running process load, I/0 performance sae@ments and more.

PSED formats and stores time series data<as@anestamp, event—type, value >
3-tuple along with identifying host information. The PSEBntponent implements a
lightweight binary protocol for exchanging this time ser@ata leading to a very small
measurement traffic footprint. For storage, a number of &adk have been imple-
mented within the collection daemon, including SQLite ans$tBreSQL, and the un-
derlying data format is easily exposed via Measurement igeshfor consumption by
monitoring frontends.

A PSED measurement client may be designed to collect databdeiifor time se-
ries analysis from a number of resources on a deployed syslemently available
host monitoring clients for Linux-based systems repoxinfation read from théroc
filesystem, allowing for a high degree of configurable. Fonitaring device or driver-
specific hardware components, PSED provides a common waytdgrate end-host
measurement collection within the full rangepHErfSONARservices.

perfSONAR-BUOY MA and MP TheperfSONAR-PBerfSONAR-BUOY Measure-
ment Archive (MA) functions as both a storage facility anegular testing framework
in conjunction with the BWCTL and OWAMP measurement toolse3e archived mea-
surements, stored in a MySQL database, are exposed through services interface.
The perfSONAR-BUQOY MA provides a simple interface that ipahle of exposing
these files after basic configuration for consumptiompbyfSONAR:lient applications
and services alike. The Web Service front end provides atmifmethod of access
using theperfSONARKML protocols and delivers the data in an unambiguous manner
thus eliminating the mystery associated with the backemge.
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Appendix B

The major components of base schema are illustrated in &igum this figure, the
major sections, data and metadata, are shown side-by-dideéh& subsections listed
vertically within each section.

Message
type : String
Metadata Data
id : String e type : String
metadataldRef : String id : String
Subject metadataIdR'ef : String
id : String CommonTime
time : Time
Timerange or
EventType Timestamp
Value Datum
Parameters Datum
id : String
time : Time
Timerange or
Timestamp
Results

Fig. 2. NM-WG Base Schema

The schema for the top-level message envelope is shown Bdlbe message en-
velope may contain multiple metadata and data sectionsmédssage “type” allows
distinguishing between storage and query, for exampleniine underlying communi-
cation system may not provide such information.

namespace nmwg =
"http://ggf.org/ ns/ nmng/ 2.0/"

el ement nmwg: message {
attribute type { xsd:string } &
( Metadata | Data )+

The schema for thmetadateelement is shown first, along with several supporting
elements. Everynetadatamust contain an “id” attribute and may contain an optional
“metadataldRef” attribute; this can refer to anotiheetadatainstance. Through this
simple construct it is possible fonetadatao be linked or “chained”, further reducing
the storage and exchange overhead.

4In all the schemas presented inline, some small details besg left out or modified to en-
hance readability. Full schemas are available at [36]
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Themetadatatself, when properly constructed, should be akin to a Vettbacrip-
tion of a specific operation. In any well-formed sentenceelvell be a noun (e.g. the
“subject”), a verb (e.g. “eventType”) and potentially somedifiers to describe the sub-
ject or verb (e.g. “parameters”). A description of each edahin themetadatasection
follows:

— Subject — The physical or logical entity being describedmiost cases this cor-
responds directly to a topological element or group of eletsethe structure of
which will be explored in Section 3.7. Examples of a subjectld be the interface
of a network capable device, or two ends of a point to pointsuesment.

— EventType — The canonical name of the aspect of the subjéug lbeeasured, or
the actual event being sought. These take the form of hieicaictype based on
URI instances such as “http://ogf.org/ns/nmwg/charésties/latency/2.0/".

— Parameters — The way in which the description is being gather performed.
The command line arguments of some tool are normally cateidar this role,
although other informational items such as “units” that rhayneeded to describe
any stored data can be stored in this way as well.

— Key — This can be substituted in place of the previous thierastand should be
used by implementations to save time on recovery of specifarmation. The
key is a very malleable, and does not have a very specifictateiteaving the
implementations the ability to define it as they wish.

nanmespace nmvg = "http://ggf.org/ns/nnwg/2.0/"

Met adata =

el enent nmg: net adat a {
attribute id { xsd:string } &
attribute netadatal dRef { xsd:string }? &
Subj ect &
Event Type? &
Par aneters? &
Key?

}

Subj ect =
el ement nmng: subj ect {
attribute id { xsd:string }
}

Event Type =
el ement nmng: event Type {
text?

}

Paraneters =
el ement nmng: paraneters {
attribute id { xsd:string }
}

Key =
el ement nmg: key {
attribute id { xsd:string } &
Par anet ers

}

An example of a legitimate measurement, taking into accthase three constructs
would be: ‘Host 140.232.101.10derformed arCP bandwidth measuremetat Host
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131.243.2.17or 10 secondsvith a window size of 32 Kh Decoding our example
leaves us with:

— Subject — Host 140.232.101.101, Host 131.243.2.17
— EventType — bandwidth
— Parameters — Length of 10 seconds, Window Size of 32 Kb

In the following example, we illustrate all of the aforemiened components of a
Metadataelement. As a matter of style we omit every possible comhmnaif attributes
and elements, as well as extraneous namespace declarations

<nmng: et adata i d="1" xm ns: nmwg="http://ggf.org/ ns/ nnwg/ 2. 0/ ">
<nmng: subj ect i d="subl">
<nmwgt : endPoi nt Pai r >
<nmg: src addr ess="140.232.101. 101" />
<nmig: dst address="132.243. 2. 17" />
</ nmngt : endPoi nt Pai r >
</ nmng: subj ect >
<nmng: event Type>ht t p: // ogf . or g/ ns/ nmng/ char act eri sti cs/ bandwi dt h/ t cp/ 2. 0/ </ nmng: event Type>
<nmag: par anet er s>
<nmag: par amet er nanme="w ndowSi ze" >32768</ nmwg: par anet er >
<nmag: par amet er nanme="dur ati on" >10</ nmng: par anet er >
</ nmng: par anet er s>
</ nmng: net adat a>

The schema for thdata element is shown second, along with several supporting
elements.

nanespace nmwg = "http://ggf.org/ ns/ nmng/2.0/"

Data =
el ement nmng: data {
element id { xsd:string } &
el enent net adat al dRef { xsd:string } &

(
CommonTi me? &
Dat unx

)

CommonTi ne =
el ement nmag: commonTi ne {
Time &
Dat um

Dat um =
Ti me
}

Every data element must contain an “id” and “metadataldRef” attrilsytihese
identifiers are used to track relationships to some spetiétadata The entire pur-
pose of thedataelement is to serve as a container for measurements andeiated to
a specifiometadataThere are three major parts of tataelement:

— CommonTime — Can be used to factor out commonly seen timeeglenand save
time in both encoding, decoding, and transmission.

— Datum — The actual result of measurement. Can contain tirgegélime element
or attribute) or may be enclosed by a CommonTime element.

— Time — Representation of a time stamp, or time range in a Spédéormat.
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Time is fundamental to network measurements, and is thereglyired part of each
datum. The 'CommonTime’ section allows the common case atbfing out a set of
data that is associated with a single time range or timesthiote that by extending the
EventType of the name into the namespace, effectivelyiogeatunique name for each
type of event, the timestamp may be all that is necessary.

Time-related elements reside in a sub-namespace from #& bhis separation
makes the time definition more portable, for re-use in extensamespaces. It also
adds flexibility, allowing the time representation to charigdependently of the base
namespace. The schema for the time namespace is shown below.

namespace nntm =
"http://ggf.org/ns/nmng/tinme/2.0/"

Tine =
element nntmtine {
attribute type { xsd:string } &

(
Ti neStanp |
(

StartTime &

EndTi ne |
attribute duration { xsd:string }
)
)
)
}

StartTine =
element nmmstart {
attribute type { token } &
attribute inclusive { token }? &
Ti meSt anp

EndTine =
el ement nntmend {
attribute type { token } &
attribute inclusive { token }? &
Ti meSt anp
}

TineStanp =
attribute value { xsd:string } |
el ement nntmvalue { xsd:string }

We close with a proper example ofetadataand data elements, using several of
the above constructs.

<nmng: et adata i d="1" xm ns: nmwg="http://ggf.org/ ns/ nnwg/ 2. 0/ ">
<nmng: subj ect id="2">
<nmngt : endPoi nt Pai r >
<nmng: src addr ess="140. 232. 101. 101" />
<nmng: dst address="132.243. 2. 17" />
</ nmngt : endPoi nt Pai r >
</ nmng: subj ect >
<nmng: event Type>ht t p: // ogf . or g/ ns/ nmng/ char act eri sti cs/ bandwi dt h/ t cp/ 2. 0/ </ nmng: event Type>
</ nmng: et adat a>
<nmng: data id="d1" netadatal dRef="1">
<nmng: dat um val ue="34343" tine="123213213" type="unix" />
<nmng: dat um val ue="35678">
<nmtmtinme xmns:nntmE"http://ggf.org/ns/ nmwg/tine/2.0/" type="uni x" val ue="123213214" />
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</ nmng: dat une
<l-- nore -->
</ nmng: dat a>
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Appendix C

The core idea behind any schema is to define the base ontdiagyvill be used in
describing elements within the framework. This topologyesna is meant to describe
networks consisting mainly of devices connected througksli This structure lends
itself to the use of graph concepts; namely by using nodedimkglas base elements.

When placed in the context of a network graph, it is commone® sachnode
directly connected to nk. Network topology adds an additional level of indirection
by placing aninterfacebetween some network device (commonlp@dg andlinks.
Previous discussion had considered the notion of allowirgydoncept (now known as
aport) to simply be anodewithin anode while this would satisfy the ontological needs
of the network, the semantic meaning would be more difficutirasp.

Devices and links are not commonly thought of as existinglgah relative loca-
tions as they appear in a graph context; they are commonlygtitoof as being part
of a domain. The concept of this administrative entity isuiegd in all topological de-
scriptions; it enforces that nodes can only exist in a siptdee at a point in time. This
may be a limiting factor, as often devices and links exist uitiple networks simul-
taneously. A single node might be part of a “real” networknglavith a cross-domain
overlay network or a virtual private network (VPN).

By expanding the notion of domains to include the many péssiktworks that
may be constructed, it becomes harder to structure the lbgkrial topology. To alle-
viate this, an element “network” has been introduced ineosthema, and can be used
to create arbitrary groupings of network elements intodabhetworks. The domain
structure is retained as the higher order grouping stradturall nodes, enabling the
creation of an unambiguous global view of the overall nelwehile permitting flexible
logical groupings to be created.

.1 Base Elements

The base set of node, port, link, domain and network can be teseéescribe network
topologies. Compositions and specializations of thesi lsasnponents can be used to
represent a wide variety of situations. For instance, matyaorks have been provision-
ing Virtual Circuits [18]. At one level of abstraction, a cirit is a direct, point-to-point
connection. At another, a circuit can be thought of as simgath through a topology.
Therefore a general “path” element could be used to desciibeits. This is general
enough to be extended to any topological concept that carbaiied as an ordered
grouping of network elements.

While not specifically being a topological entity, the coptef a software service
plays a significant role in any network. These services canige information, col-
lect measurements, run applications, or even perform émgttasks such as adapting a
network flow between different network technologies or eletaristics. Obtaining ac-
cess to services that have certain network properties igvapr reason for obtaining
network topology.

The base elements therefore consist of nodes, ports, ioksains, networks, paths
and services. With this set of base elements, it is posgtdescribe a wide-variety of
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topological concepts in a way that could be reasonably wtoed by users and easily
mappable to measured topological elements.

.2 Technology Specific Elements

After defining the set of elements that the topology will @nt it is necessary to
define the set of properties that each will require to effetyi describe network ele-
ments. Including all properties of any given technologyhe basic elements described
above would limit future extensibility. A namespace-bak&gtarchy was defined that
allows for the addition of new types while permitting exigtiitems. This hierarchy
also ensures that the technology-specific properties ofl@nent are defined sepa-
rately, to prevent collision with other existing definiternTo manage the hierarchy of
namespaces, both existing and newly created, the hiecatctructure of the URI al-
lows for a method of encoding inheritance that is friendly dent applications. If a
new namespace was being created for TCP elements, and ittéthfom the base
“http://ogf.org/schema/network/topology/base/200788 the new namespace’s URI
might be defined as “http://ogf.org/schema/network/togglbase/20070828/tcp/20071029/”.

.3 Identifiers

There is a key difference between the identifier attributethe topology space and
the identifiers used in thmetadatédatain the measurement schema space. Because
data exchange was a key aspect when designing the forma¢ ofi¢asurement data,
rules regarding scope are centered around the conceptjoéstand responsepairs.
Simply stated, the identifying attributes are only valiciiseries of relatetequestand
responsenessages between software implementing the protocolde\iis remains a
sensible and valid construct for measurement, topologypefes must exist outside of
thisrequestandresponsearadigm.

If mandated to be globally unique, topology identifiers carubed as a general and
technologically-independent way to uniquely identify cifie network elements. This
allows for network interfaces to be described by simply #peay a given identifier,
independent of whether that interface was a Layer 2 Etheatess, a Layer 3 IPv4
or IPv6 address or even a Layer 4 listening socket. The ageigin of these identi-
fiers must be done to ensure they are globally unique whilerstaining reasonable
readability for administrators.

Construction of identifiers can be problematic; choosireydppropriate source to
use as a base in the construction is an important considerétinatural choice is to use
network addresses as a starting point, as this is a commturdda network accessible
devices. While descriptive, problems arise with regardsitdress formats (e.g. physical
addresses used HEthernet vs. IP addresses used in network layer communication),
as well as accessibility (e.g. non-routable addressestiirarsque, albeit unknown
globally).

Unable to determine a sound naming structure using existiogmation, the next
option is to impose no requirements on identifying namess Would allow each do-
main to create their own identifiers, the only requiremeindeglobal uniqueness. Al-
though this approach offers simplicity (i.e. creation ofdamized identification can be
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done independently and quickly), coordination of name®bexs troublesome and the
chances of collision increase. Attempts to correct thislmaddressed using schemes
such as those based on UUIDs. Even though unique, the subeeigientification
strings are not easily tied to the reality of a given topoladpe lack of human read-
able names will make this approach unappealing to the userwea are targeting.

.4 ldentification Scheme

The network topology identification scheme has been dedigmée globally-unique,
human-readable and extensible; the construction is intie ef Uniform Resource
Names (URNSs). The namespace for the URN is “ogf” and the subspace is “net-
work”. All identifiers must begin with “urn:ogf:network:tithis format. The remainder
of the identifier consists of a series of name and value p&irase fields provide the
hierarchy and the flexibility offered by this schema.

There are five major fields defined for network entities:

— domain
— node
— port

— link

— service

Thedomainfield describes the administrative domain in whichleéwvorkelement
is located. If this field is included, it will always be positied first. The value is the
globally uniqueDNS name for the domain. While other options exist for this vdkig.
AS number), the simplicity and availability of the former makéis more desirable.

Thenodefield may be a host, router, or even a larger abstraction suietsde. The
position of this element will always be second with respediie domain There are
no specific rules governing value of this element, allowireximum flexibility when
encoding.

Theport field describes the interface betweenaeand alink, and commonly de-
scribesEthernet interfaces]P interfaces, or listening CP sockets. The overall struc-
ture of the identifier will be dictated based on whether therfiace is physical, logically
inside a single device or logically constructed across ipleldevices. If the interface
is physical or logically inside a single device, the fieldl\appear after thaode If the
interface is a logical interface for a domain, the field wippgar after thelomain A
prudent choice for the value is the physical interface frometworked device, in the
case of an interface in a physical device, or a logical nagrdpfjical interfaces in a
domain.

Thelink field can describe logical or physiciahks, regardless of direction. Bidi-
rectionallinks (both physical and logical) must appear directly afterdbmaindesig-
nation since they will logically connect multipteodes. Unidirectionalinks, regardless
of direction, will appear after thport that is able to transmit using that link. As in pre-
vious descriptions, there is no constraint placed on theeyddut care should be taken
to select a name with meaning to the overall infrastructure.
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Thepathfield can be used for circuits or other named paths. Named jgathoccur
globally or within a domain; the field can appear either finstroamediately after the
domainfield. The value can be anything, but should be globally usiqu

Theservicefield is used in identifiers for software services offered biwork ele-
ments. These can be used to describe high-level servie2d/eb Services, or low-level
services likel CMP responders or optical converters. This field will appeaeratiie
field for the element providing the service. For example raise offered by a domain
would appear immediately after tdemainfield. The value can be anything, but should
be a human-readable description of the service provided.

Example Identifiers
Domain urn:ogf:network:domain=internet2.edu
Host urn:ogf:network:domain=internet2.edu:node=packrat
Bidirectional Link |urn:ogf:network:domain=internet2.edu:link=WASH_td LAA
Interface urn:ogf:network:domain=internet2.edu:node=packmatseth0
Logical Interface |urn:ogf:network:domain=internet2.edu:port=Interfa@&eant
Service urn:ogf:network:domain=internet2.edu:node=packeatise=OpticalConverter
Unidirectional LinKurn:ogf:network:domain=internet2.edu:node=packmaateth0:link=WASH_to_ATLA
Circuit urn:ogf:network:path=IN2P3_Circuit

Fig. 3. Examples of valid identifiers

<nnt b: domai n i d="ur n: ogf: net wor k: domai n=domai nl. edu" >
<nmt b: node i d="urn: ogf: net wor k: domai n=domai nl. edu: node=r outer 1" >
<nnt b: addr ess type="host name" >r out er. donai nl. edu</ nnt b: addr ess>
<nnt b: nane type="1ogi cal ">domai n1’ s router </ nnt b: nane>

<nntl 2: port id="urn:ogf: network: domai n=domai nl. edu: node=r out er 1: port =et h0" >
<nmt b: name type="1o0gi cal ">et hO</ nnt b: nane>
<nnt| 2: address type="nac">00: 16: a4: bb: 3a: 38</ nnt | 2: addr ess>
<nnt | 2: capaci t y>1000M</ nnt | 2: capaci ty>
<nnt | 2: nt u>1500</ nnt | 2: nt u>
<nmt| 2:1ink id="urn:ogf: network: domai n=domai nl. edu: node=r out er 1: port =et hO: I i nk=1">
<nnt| 2: r enot eLi nkl d>ur n: ogf : net wor k: domai n=domai n2. edu: node=host 1: port =et hO: | i nk=1</ nnt| 2: r enot eLi nkl d>
</nntl2:1ink>
</nntl2:port>

<nnt| 3: port id="urn:ogf: network: domai n=donai nl. edu: node=rout er 1: port=192. 168. 1. 1" >
<nnt| 3: address type="ipv4">192. 168. 2. 1</ nnt | 3: addr ess>
<nntl3:relation type="over">

<nnt b: por t | dRef >ur n: ogf : net wor k: domai n=domai nl. edu: node=r out er 1: por t =et hO</ nnt b: por t | dRef >

</nntl3:relation>

</nntl 3: port>

</ nnt b: node>
</ nnt b: donai n>

Fig. 4.Layer 2 and Layer 3 interface descriptions
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.5 Element Relations

Network elements do not exist without context. Layer 3 lipkss over Layer 2 infras-
tructure, Layer 4 ports exist inside of a specific devicesoraer to correlate data at
different layers, the schema must be able to accuratelyioafitese and other relation-
ships.

The notion of containment is the first relationship explowdhost all defined en-
tities will contain smaller units and, with the exceptionaflomain multi-domain
links, multi-domairpaths and multi-domaimetworls, most elements will be contained
within something else. A physical interface, for exampl only exist inside a sin-
gle network device and can be thought of as being “contaiiresiie that device. This
relationship can be captured by placing the definition fergbrt inside the node defi-
nition. While not as common, the schema provides for elemeefinitions outside of
their containing element. This relationship is retainedtigh the use of the hierarchical
identifier scheme described in Section .3.

To model new relationships, the schema includes an exteribperty relation.
These relationship properties are typed to specify whatiogiship is being modeled,
and contains references to the set of elements related gpduified way to the network
element. An example of relation types are Hwmirceandsink relations in the context
of ports connected by a unidirectional link.

.6 Example

In Figure 4, the aforementioned pieces are combined to itbesarnetwork element.
This structure creates domainwith a single device, which contains two interfaces
(Layer 2 and Layer 3). The Layer 2 interface is connectedadttst “host” in domain
“domain2.edu”. The Layer 3 interface is used to describelfhaddress. Since the
Layer 3 interface runs over Layer 2, this linking is desadibg the relation property in
the Layer 3 port structure.
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