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Abstract
This project seeks to to define and prototype a security layer underlying GENI that will allow 
providers of the system to collaboratively defend against attacks and misuse of GENI resources.

Specifically, it seeks to investigate the reporting requirements that GENI will need to provide to 
support certain forms of networking and security experiments. To do this, they will use 
decentralized security algorithms (in the form of agents, sentinels, and supervisors) that 
communicate between sensors, in some sense simulating the function of an ant hive. The result 
of this will enable GENI to support experiments where there is communication between internal 
nodes (sensors or routers).

In the context of networking, such experiments might be used to test if bandwidth usage can be 
improved through the communication of capacity and usage information between routers.

In the context of security, such experiments might be used to test the tradeoffs among different 
approaches to exchanging security information between sensors, and where that information 
might affect firewall rules or pro-active, forensic logging efforts.
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