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Option: Server (e.g., UNIS) can establish
account after first connect; then there can
be subsequent connects from multiple
clients, all holding same Cert.

Note: Cert expires; may need to renew if
want new connection
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GENI 1&M Architecture: 1b) A&A: to iRODS with GSI
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GENI 1&M Architecture: 2) A&A: cert+cred

Case 2: Use Certificate to Connect, Credential to Authorize Request

app Client \

5) Make Cred, using CA; Cred

may include multiple User
Attributes

6) Send Request, including Cred

- J

6ient

@E}rver \

|
/ llser Attributes’ /

J

Certificate Authority
(CA)

/ CA Public Key /-
/ CA Private Key /

Note: There may be multiple Authorities
to sign certificates and credentials. (In
GENI, there is a Certificate Authority and
a separate Slice Authority)

Printed on 12/4/2012 at 11:36:33 AM

Signature

/b User ID

/

Private Key
Public Key

Install

2) Make Gegto ushg™CA ~

3) Send Connect,

including Cert

J

(out-of-band)’_’_.-.—-# CA Public Ke? - /

( )

1) Install CA Public Key

4) Receive Connect, verify Cert,

recover User ID and Public Key,

issue challenge, verify response,
allow connection

- J

- J

-

connection

authorize continued requests

&

Option: Server (e.g., UNIS) can establish account after
first connect; then there can be subsequent connects
from multiple clients, all holding same Certs and Creds

Note: Cert expires; may need to renew if want new

Note: Cred expires; will need to renew to be able to

~

J

GENI Project Office at BBN Technologies

Request
Cred
User ID
EieinAttrlb Cert Cert
Si pnature User ID Connect 1User ID
¢ Pub Key (ssh, https, ...) :pub Key: e
Expir ‘) » Expir 4

Note: This is the approach used authorization of
requests to the GENI AM API

\

J

app Server

7) Receive Request, verify Cred, recover

User ID and verify against User ID from Cert,

recover User Attributes

8) Decide to authorize Request, or not,
based on User Attributes and Local Policy

Authorize
Request

Cred

,@User ID
Attributess
Expir '

? Signature

~

/ Local Policy

/

Page 3 of 10



120312_AuthenticationAuthorization_Figures

GENI 1&M Architecture: 3) A&A: cert,cred, ABAC
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GENI 1&M Architecture: 4) CH Portal: Act_as_user
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