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\ﬂow can be stopped.

GIMI Topology

Topology

Detecting the possibility of a ping attack using GIMI measurements and using
OpenFlow to stop the flow if any such situation i1s encountered.

OML Server

* Sender node starts the pings. A third party application called by LabWika, initiates the

* OVS node has an OpenFlow controller (Controller Node) manipulating the flows.

* Recerver node receives the pings. Another application runs on this node keeping track of
the number of ICMP requests coming in and reports 1t back to the OMF controller
(LabWiki).

* LabWiki recerves these measurements from the Receiver Node and if the count reaches a
particular threshold, it sends a command to the OpenFlow controller so that the malicious

pcS.utahddc.geniracks.net: 26668

controller sh. emulab-xen

GIMiomfEv8
—> pc5

pcS.utahddc.geniracks.net: 28669

sh. emulab-xen

www.utshddc genracks.net/imsge_metadata. php?uuid=915f48ed-aaca-11e2-b853-000000000000
=> pcs

pcS.utahddc geniracks.net: 26667 pcS.utahddc.geniracks.net:28888 1 ofstats.rb

sh. emulab-xen sh. emulab-xen ¢
GIMIomfvs GIMiomfevs 2.input.sh

=> pcs =P 3.output.txt
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