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Cyberinfrastructure

e “atechnological and sociological solution to the
problem of efficiently connecting laboratories,
data, computers, and people with the goal of
enabling derivation of novel scientific theories
and knowledge” [Wikipedia]

o AKA eScience, eResearch, Computer Supported
Collaborative Work, Grid, ...




“The Anatomy of the Grid,” 2001

The ... problem that underlies the Grid concept is coordinated
resource sharing and problem solving in dynamic, multi-
institutional virtual organizations. The sharing that we are
concerned with is not primarily file exchange but rather direct
access to computers, software, data, and other resources, as is
required by a range of collaborative problem-solving and
resource-brokering strategies emerging in industry, science, and
engineering. This sharing is, necessarily, highly controlled, with
resource providers and consumers defining clearly and carefully
just what is shared, who is allowed to share, and the conditions
under which sharing occurs. A set of individuals and/or
institutions defined by such sharing rules form what we call a
virtual organization (VO).
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Grid technology accelerates discovery

Higgs discovery “only possible because of the extraordinary
achievements of ... grid computing” —Rolf Heuer, CERN DG

Run / Eveqin39779 / 4994190 | -
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LHC Computing Grid “virtual organizations”

astrogrl ®
Service View VO View astron
astrop

Go to another VO ZE I

atlas-se

atlas.ac.il
atlas.o

atlast3
CE Status ‘ atlas_test

Viewing Statistics or Graphs

auger
Show | 10 % | entries L @ @ ~ Seg  augerint
a4 B — auvergrid

babar
‘ ID ‘ TotalJob$ RunningJob$ WaitingJob$ FreeJobSloty ERT & WRT & balticgrid

Icgceatla; bauvogrid

/atlas/Role_lcgadmin 0 0 0 1 0 0 obs-atlas  bbmri.nl
| " ; beapps
/atlas/Role_pilot 144 19 125 0 17525 44236800 cgceatiar . ems
pbs-analz
‘ belle
/atlas/Role_pilot 3 0 3 0 17525 44236800 'Cgs‘zﬁgas belle2
P | belle2.org
/atlas/Role_production 398 279 119 0 17770 41126400 Icgcoatly  bes
pbs-atlas betest
atlas 0 0 0 2 0 0 t2-ce-011  bfg
atlas 0 0 0 2 0 0 -ce-0ff P9-edu.grid.acad.bg
- bgtut
atlas 0 0 0 0 0 0 gridce2.p it
atlas 309 170 139 0 83028 1317788 creamce(  bing.vo.ibergrid.eu
atlas 0 0 444444 0 2146660842 = 2146660842  glite.univ,  Pi©
" 74d bio.ndgf.org
atlas 718 673 45 0 417543 81000000 noder®d4  biocomp
atlasana bioif
Total 162,407 111,907 14,274,109 27,721 biomed

Showing 1 to 10 of 289 entries b!otth.grld.acad.bg

http://gstat2.grid.sinica.edu.tw/gstat/vo/atlas/




W3 1695, 300,000

by the Open Science Grid in 2012 jobs/day reported
reporting usage
©.
3 8 million 0
operatlons
MyProxy
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transferred y
during February 2013 S 2,000,000 [)eeﬁ:tesk
1,000 GSI-OpenSSH servers 1,000,000 login requests per week

GridFTP servers




Complexity in research is large and growmg

<« Run experiment
Collect data
Move data
Check data
Annotate data
Share data
Find similar data
Link to literature
Analyze data
Publish data




Process automation for discovery

- (\C '
<«® Run experiment

Collect data
Move data )
Check data
Annotate data Discovery IT
Share data as a service

Find similar data
Link to literature
Analyze data
Publish data




First: File transfer as a service

e Globus Online ¢

moves and Data

Data
Source syncs files & Destination
R : Easy
A Fast
Reliable
User initiates Avai|ab|e
transfer request
Secure

/ Globus Online
> notifies user
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& globus online Manage Data

Groups | News & Events | About | Support | LogIn | Sign Up

researcher YOU'VE QOt o oyider

Globus Online enables you to move,
sync, and share your data using just
a web browser. We take care of time
consuming, error prone IT tasks so
you can focus on your research.

BlIG data.

Globus Online helps you deliver
robust data management solutions
to your researchers. We provide a
secure, reliable, high performance
service backed by great support.

» learn more




Early adoption is encouraging
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Early adoption is encouraging

X

UNIVI

& 12,000 registered users; >150 daily
>25 PB moved; >1B files

10x (or better) performance vs. scp
99.9% availability
Entirely hosted on Amazon

— EST.1943 —— U N I V E R S I T Y "'

THE UNIVERSITY OF
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Next: Share big data from existing storage

Globus Online

: Data

tracks shared files; S
ource
no need to move w [y

files to cloud

User A selects  storage! e

file(s) to share, . e
selects user or
group, and sets
permissions

User B logs in to
Globus Online
and accesses

“s~._  sharedfile

—_—

File X: Users A, B: RW
Directory Y: Group G: R
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Globus Online i1s Saa$S for science

£ Sharing Service

EMTransfer Service

@j Globus Nexus
(Identity, Group, Profile)

| @ Globus Connect
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We are now expanding to a platform

% globus
@ genomics

IIIIIIIIIIII : £ Sharing Service

EMTransfer Service

@j Globus Nexus

(Identity, Group, Profile)

| @ Globus Connect




Globus Online: Platform-as-a-Service

@j Globus Nexus
(Identity, Group, Profile)
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The identity challenge in science

e Developers of collaborative science tools,
applications, and cyberinfrastructures need to:

— Assign identities to their users
— Manage user profiles
— Organize users into groups for authorization
e Providing high-quality implementations of such
capabilities is challenging
— Complexity of associated security protocols
— Reliability, availability, scalability, security are all hard

e The result is many identity ‘islands’ across science
domains and projects—often poorly implemented
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Streamline collaborative tool development

Custom Web Application

* Allows developers to focus
on core application logic

 Simplifies integration with
campus infrastructure

Globus Nexus
(Identity, group, & profile management)

www.ci.anl.gov
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Nexus provides four key capabilities

G Identity provisioning
— Create and manage Globus identities

Identity hub

é — Link with other identities; use to

authenticate to Nexus and other services

G

Group hub

— User-managed group creation, management;
groups can be used for authorization

@ Profile management

— User-managed profile attributes and
visibility; can be used in group admission




I ldentity provisioning

e Globus Nexus can act as an identity provider (IDP) for a
project
— User management, email validation...

o DOE Systems Biology Knowledge Base (kBase) is an
example of such a project. ~700 identities to date

;g.m KBase

DOE Systems Biology Knowledgebase
oo Senvp |
Slgn Up Already a member? Sign In.

KBase has partnered with Globus Online to provide a single account and group management system for applications across KBase.

Full Name |
Email

Username

www.ci.anl.gov
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® ® | jentity hub
U

e Link identities from other federated IDP(s) with a
Nexus identity

— E.g., InCommon (SAML), Google (OpenlID), XSEDE (OAuth
MyProxy), IGTF-certified X.509 CA, SSH

e Use linked identity to authenticate to Nexus as the
Nexus identity (e.g., use campus identity)

e Leverage Nexus federated IDP to 3rd-party services
— Via Oauth or LDAP

— E.g., to XSEDE, lJira, Zendesk, Drupal, Globus data
management, Confluence

e« Have Nexus cache delegated credentials
— X.509, via ClLogon, MyProxy

www.ci.anl.gov
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glObUS online Manage Data = Groups | Support | ian

update profile | change password | account privacy | group membership | manage identities | log out

Manage ldentities

Add External Identity @ Add X.509 Certificate @ Add SSH Public Key @

Alias Type Authentication Provider
system-generated openid alias openid google.com View Details Update Delete
Cl myproxy grid.ci.uchicago.edu View Details Update Delete
myproxy dev.esg.anl.gov:7512 View Details Update Delete
MBook ssh2 SSH Public Key View Details Update Delete
galaxy-climate x509 /O=Grid/OU=DemoG. Add External Identity " Delete
lan Laptop x509 /C=US/O=Globus C.. Alias Delete
InCommon / ClLogon Sign In oauth cilogon.org Delete

Account Provider

4

Add External Identity @  Add x.509| | InCommon / ClLogon

Add Account Close

www.ci.anl.gov
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ldentity hub: Biomedical science

e Dr.Smith creates a Nexus id, via BIRN project interface
e Dr. Smith links campus id and XSEDE id

e Dr. Smith can then: Email: smith@u.edu
_ , . Linked id: Campus
— Authenticate to BIRN with campus id Linked id: XSEDE
— Query catalog (Nexus/BIRN id) Campus
(SAML) BIRN

— Request data transfer from BIRN

to campus (Nexus and campus ids)} Gateway

OAuth Campus

— Request transfer from BIRN | ror

to XSEDE (Nexus and XSEDE ids)

— Repeat these tasks: use cached
credentials

www.ci.anl.gov
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Use linked identity

Manage Data

& globus online

Groups

News & Events | About

Support

Log In

Sign Up

Slon Lnwith Globus Online

Select a different login

GlobusOnline
Argonne LCF G
Argonne MCS & LCRC
BIRN

CLI Transition

EGI @

ESG ANL

Exeter @

Google (4]

InCommon / ClLogon G
LRZ

NCSA

NCSA Blue Waters @
NERSC

UChicago ClI

UChicago iBi

UK NGS

B4 XSEDE User Portal Delegat %

€« C' @ https://portal.xsede.org/oauth/authorize?oauth_token=myproxy¥%3Aoa4mp%2C2012%3A%2FtempCred%2F646a304b65... 57 & » @

XSEDE

and Engineering
ry Environment

‘Welcome to the XSEDE User Portal Authorization Page

Science Gateway Access

SCIENCE GATEWAY INFORMATION

account. If you approve, please sign in.

Name: Globus Online
URL: https://www.globusonline.org/

Note: Only members of active XSEDE project allocations will be able to sign in on this page.

The XSEDE Science Gateway listed below is requesting access to your XSEDE ~ Username

Password

SIGN IN

TR
~

SIGN IN

demodoc

sssessssncsns

The XSEDE Science Gateway or Service below Is requesting access to your XSEDE account. If you approve, please sign in with your XSEDE username and password.

Argonne@

globus online

Manage Data = Groups = News & Events

Sign In

Use Your XSEDE login alternate log

You will now be redirected to XSEDE's authentication
page.

Proc:

www.ci.anl.gov
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e User-managed group creation, management
e Flexible control over admission policies and visibility
e Groups can be used in authorization decisions

Example: kBase

Every kBase user

added to kbase_users My Groups

kbase_users

Subgroups also
created

Groups used for| |

access control

kbase users

| Home |[ Members |[ SubGroupsl

kbase_staff

kbase_microbes

M
e

& Dashboard Groups ian's account Log Out

Browse Groups

Browse and join groups

My Account

View and change your account settings,
including contact information and security
credentials

KBase Site

Return to the main KBase website

ENIGMA

www.ci.anl.gov
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Group membership interface

glObUS online Manage Data | Groups | Support

update profile | change password | account privacy | group membership | manage identities | log out

Group Membership

Group Name Status
Cormnell demo Pending Admin Approval b 4
Data Summit Slides Administrator ®
Globus Team Active Member ®
lan's secret stuff group Administrator b 4
Ag-GRID Active Member ®
Kyle's Group Kyle's Group
(e ‘ Members H SubGroups H Settings | = | | Home || Members ‘ ‘ SubGroups || Settings -
i Invite people to this group “ Membership Fields Advanced
‘, 1 active 2 invited 1 rejected ‘ edit £

Invitation Sent - Awaiting Response Group is visible to  logged in users (visible to all Globus Online

i members).
name email username request sent
_ chard@uchicago.edu _ today ” Member names are visible to  this group’s administrators only.
josh josh_bryan@gmail.com jbryan today ',\’ Subgroups for this group may be created by admins only

Users may request membership if they are invited to join this group.
Active Members Membership requests are approved  automatically for invitations sent by admins &
name email username member since managers
Kyle Chard 4 kyle@ci.uchicago.edu kyle today P4

www.ci.anl.gov
Argonne@

www.ci.uchicago.edu
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Branded sites

BLUE WATERS

ch Computing Center $ Elkll\llc’uA’é;d

Efficiently connect your science to cycles and data

o

Reliable, high-performance, secure file transfer by Globus Online.

Sign In

connect Sign In
Using you
OSG Connect offers users simple
Blue Waters has partnered with the access to distributed high throughput
Globus Online file transfer service. Slgn |n computing resources, and reliable,
high-performance file transfer services

You may access this service by
entering your Blue Waters usern
and password.

Use Your NCSA Biue Waters login

XSEDE | Open Science Grid

U

B o
S mEm B

Sign In Signin

nnnnn

DOE kBase Indiana University University of Exeter

T conron e e oo et vty o ot ==

NERSC

Sign In

.......

NIH BIRN

www.ci.anl.gov
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Implementation and deployment

Web Web

Web OSSEC

88) GW\a Cf:‘> R

Cassandra |p |p |V|0nit0ring

e

Cassandra Cassandra

www.ci.anl.gov
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e >12,000 users
and 4977 linked
identities

e 557 groups totaling:
— 1638 active members
— 229 pending or
invited members
— 162 rejected or
suspended members
e Largest group (kbase)
has 402 members

Globus Nexus usage as of 9/13
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ldentities and groups in XSEDE

e Proposal: Replace current ad-hoc systems with
Globus Nexus identity and group service

— Reduce complexity, reduce cost, increase capability

e Careful process of documentation and review

— “Architecture and development requirements: User
and identity management”

— “User management proposal: Affected use cases”
— “User management proposal: Motivating stories”

— “Proposal: Refactoring XSEDE identity and group
capabilities”

e Hope to reach closure by end of 2013




Cloud services to accelerate discovery

Accelerate discovery and innovation worldwide
by providing research IT as a service

Leverage software-as-a-service to

e provide millions of researchers with
unprecedented access to powerful tools;

e enable a massive shortening of cycle times in
time-consuming research processes; and

e reduce research IT costs dramatically via
economies of scale
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Co'rﬁ.putation Institute

Thank you! Questions?

foster@anl.gov
foster@uchicago.edu

www.globusonline.org
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Globus Genomics

Data management SaaS (Globus)
+ Next-gen sequence analysis
pipelines (Galaxy)

sequencing
+ Cloud laaS (Amazon) - <:>C-§%axy

A workflows

research
lab

= Flexible,

@ (}l()bUS . Ey ©'ostic
scalable, GENOMICS o rrobress
easy-to-use ‘ s afnazon

genomics analySis collaborators

... for all biologists ‘

data
libraries

calable
storage
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Globus Online: Platform-as-a-Service B,

% globus
@ genomics

UNIVERSITY OF

EXETER

£ cCatalog Services

£ Sharing Service

EMTransfer Service

‘ @ Globus Connect

)
o
<
@
=
c
o
)
S
)
9
O
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Globus Online: Platform-as-a-Service

@j Globus Nexus
(Identity, Group, Profile)
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