[ Alrspan
NS
Network Configuration Setup Guide

For

AirdG-W24 9.50

This document forms the release note relevant to the specific product release
as stated above. It covers new features, performance and any limitations of the
product known at the time of release.

Title Name Signature Date
Author Gratzia Ben Avraham February 2011
Approved

Idan Raz

Product Verification

Approved  Director

System Verification Zigi Avni

Document Reference Number Revision Date
Version 0.1 February 2011



Network Configuration Setup Guide

Revision History

Revision Originator Date Description
Version 0.1 Gratzia Ben Avraham 07 February 2011 1% Version
Version 0.2 Shay Kadar 14 February 2011 2" Version
Page 2 of 42 Confidential




Network Configuration Setup Guide

Contents
G001 = NV TR 3
[ LU= TR 4
1 NETSPAN PROVISIONING BS CONFIGURATION FLOW.....cooiiiieeeeeeeee e 7
2  SETUP GUIDE FOR WIMAX NETWORK ARCHITECTURES .....ooititieeeeeeeeeeeeeee e 8
2.1  FULL MOBILE WIMAX ASN-GW + AAA SERVER......ccctttiiiiie ittt e esibbate e s s sibbaae e s s s s ssbbraesssessnans 8
2 I R O 1 N3 7 YeTe] =1 0 1 AV, (0] o =R 9
P A Xt = 0l Y/ (o] 5] =TT 13
2.2  STAND ALONE WITH AUTHENTICATION NO ASN-GW WITH AAA ..ottt 17
A R O 1 Ni - YeTe] = 0 1Y, (0] o =SSR RR OO 18
A Xt = n J 1V (0] o] =R ROPUUPRN 22
2.3  STAND ALONE WITHOUT AUTHENTICATION NO ASN-GW ......oiiiiiiiiie ettt 26
P2 N R O 1 N1 YT e] =1 0 V(0] o] TR 27
R I VXt = 0 1 Y/ o] o) =R OTTPR 31
P I 1S3 a0 =i U = = RN 35

Page 3 of 42 Confidential



Network Configuration Setup Guide

Figures
LT T L A = 1 T I 1 PSSR 35
Figure 2 - BS TRX PrOVISIONING .......uetetitieeieitiite ettt ettt ettt ettt e s st e e e s asbe e e e s asbee e e s annneeesanneneas 35
Figure 3 - BS TRX Network profiles (L16€) LISt .........uviiiiiiiieiiiiiie ittt 36
Figure 4 - Add BS TRx Network profile (16€) ( ASN_GW SEttiNgS) ......cuvvreiimrrieiiiieieiiiiiee e 36
Figure 5 - Edit Vlan Bridge Profile (16e) (Default for MODIIE) ..........ovviiiiiiiiiieee e 37
Figure 6 - Edit Vlan Configuration (Default Vlan Configuration — Not editable).............ccccccoiinnnneen. 37
Figure 7 - VIan CONfIQUIALIONS ........uiiiiiiiiie ittt sttt et e s et e s enbn e e e s annnee s 38
LT T8I S TR= o (o BV - o PSSR 38
Figure 9 - VIan Bridge Profil@ LISt ..........uuuiiiiiiiiiiiiiccc et e e e e e e e s st e e e e e e s sntnaaneeaeeeeennns 39
Figure 10 - Add VIan Bridge Profil@ (16€) ......c.cciuuuiiiiiiee e ettt e e e e e e st e e e e e e s snnnan e e e e e e e enns 39
Figure 11 - Edit Bs TRx Provisioning (Standalone (No ASN GW) configuration) .............ccccvveeveeeennnns 40
Figure 12 - Add BS Network Profile (16e) (Standalone (no ASN GW) Settings) .......ccceeevvicvvvveereeenninnns 40
Figure 13 - Add BS Network Profile (16e) (Standalone without authentication)..............ccccccvvvvvininnnns 41
Figure 14 - MS Custom Configuration Profile ...........cooiiiiiiiii e 41
FIgUre 15 - SErVICE PrOOUCT ......ccoiiiiiiiiiiiie ettt e s e et e e s naenee s 42

Page 4 of 42 Confidential



Network Configuration Setup Guide

Abbreviations:

AAS Adaptive Antenna System

AP Access Point

API Application Programmers Interface

ATCA Advanced Telecommunications Computing Architecture
BE Best Effort Scheduling Service

BER Bit Error Rate

BS Base Station

BWA Broadband Wireless Access

CIR Committed Information Rate

CPE Customer Premises Equipment (Interchangeable With ST)
CS Convergence Sub layer

DL Downlink

DHCP Dynamic Host Configuration Protocol

EiRP Effective Isotropic Radiated Power

FDD Frequency Division Duplex

FEC Forward Error Correction

FFT Fast Fourier Transform

IDU Indoor Unit

IP Internet Protocol

Kb/s Kilobits Per Second

MAC The Next Layer Up From The PHY, Known As The Media Access Controller
Mb/s Megabits Per Second

MIB Management Information Base

MIR Maximum Information Rate

NLOS Non Line Of Sight Radio Propagation Path

nrtPS Non Real Time Polling Service

OBSAI Open Base Station Architecture Initiative

OoDU Out Door Unit

OFDM Orthogonal Frequency Division Multiplexing

OFDMA Orthogonal Frequency Division Multiple Access

PHY The Physical Layer Associated With The Wimax Interconnection Stack
PTMP Point To Multipoint Radio Systems Architecture

PoE Power Over Ethernet

PtP Point To Point Radio Systems Architecture

QoS Quality Of Service

rtPS Real Time Polling Service

Rx Receiver

SDMA Space Division Multiple Access

SDR Software Defined Radio

SF Service Flow
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SNMP Simple Network Management Protocol

SNR Signal To Noise Ratio

SOFDMA Scaleable Orthogonal Frequency Division Multiple Access
SOHO Small Office/Home Office

TX Transmitter

TDD Time Division Duplex

UGS Unsolicited Grant Service

VolP Voice over Internet protocol

WIMAX Worldwide Interoperability for Microwave Access
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1 Netspan Provisioning BS Configuration Flow

Set BS General IP & Management Configuration
via Web Page.

\d

Netspan J]

i

DISCOVERY

\

PROVISINING BS FROM NETSPAN

/ . . \ BS Channel
BS Properties Network Configuration Configuration

. N
Mobile (ASN GW)/ 4 Network Profile )
Fixed (No ASN GW)

ASN GW Configuration
Radius Server Properties
MS Control and
Convergence Sub layer

& NTP servers J

é )

Bridge Profile

Tagged / Untagged Data
Traffic Mode

VLAN Configuration J]
\ J

\_ J
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2 Setup Guide for WiMAX Network Architectures

This Supported Network Architecture for AirdG-W24 (MacroMaxe) BS Based on 802.16e BS Network
Architecture.

This document describes the setup configuration regarding to the Network Profile and Network
Interfaces (Bridge Profile (Vlan Tagged / untagged), ASN GW, Radius) within Net span.

(This document does not refer in details RF and system configuration profile).

2.1  Full Mobile WiIMAX ASN-GW + AAA server

Full Mobile WiIMAX Network Architecture
ASN-GW + AAA server

AAAServer
TTLS/TLS Authentication and IP-CS service
flow provisioning with L3 classifiers to ALL
CPEs

Netspan

~_ ASN-GW
W’
R6 & GRE
| \\\
Airspan o~ Airspan
802.16e BS#2 802.16e BS#1
\ All CPEs are IP CS \ \
CPE#3 CPE#2 CPE#1
802.16e Indoor Router 802.16e USBDongle | 802.16e Outdoor Router
CPEin Router/NAT mode CPEin Router/NAT mode

Page 8 of 42 Confidential



Network Configuration Setup Guide

In this architecture the Air4G-W24 BS is operating in the full mobile WiMAX network architecture.

This architecture includes an ASN Gateway and AAA server and suited for fully mobile CPE

subscribers.

The following applies in the full mobile WiMAX network architecture:

211

Data service flows between the BS and MSs are IP CS only.
All traffic between the MSs and the CSN network is routed through the ASNGW. Each data

service flow between the BS and MSs is mapped to a GRE tunnel connection between the BS
and the ASNGW.
Network entry process of the MS includes the ASNGW and AAA server for MS authentication.

AES Encryption of the data service flows in the WiMAX air interface between the BS and the

MS using PKMv2 is applicable as the BS derives encryption keys from the AAA server.

The MSs are managed by the ASNGW and AAA server only, and not by Netspan. Data

service flows to the MS are provisioned by the AAA and ASNGW.

Since all data service flows are IP CS, only L3 classifiers are applicable.

Mobile features of handover and idle mode are applicable (ASN-GW functionality).

Untagged Mode

In this Mode the Data Traffic and Management Traffic From / To BS are Untagged.

From

Action

Description

Comment

Base station
Web page

Configure laptops and BS
to same Sub-Network and
connect laptop to BS using
Ethernet cable.

Set general IP
configuration and SNMP.

= Browse default IP http://192.168.0.100
= login:
user= macromaxe ,password =macromaxe

= Set General IP configuration.

= Set BS Id.

= Set management Vlan =Untagged

= Set Read community = public, write
community =private(default SNMP
values);

= Set SNMP port=161

= Set SNMP Trap IP with the Host IP of
Netspan IP.

= Reboot BS via “General BS configuration”:
Set BS action to “All Reset “.

Netspan

Discovery BS.

= Go to Server — Select Discovery
parameters, Add Discovery Task.

= Insert Discovery parameters and Target
IP of the configured BS.

Netspan

Edit BS Provisioning

= Go To Configuration Management —
Select BS — BS TRx.
= Select the configured BS and Press Edit

Figure 1
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# From

Action

Description

Comment

Button down page to enter Edit Mode.

Netspan:
4. | Edit BS TRx
Provisioning

Set BS TRx Properties

= Air Interface Type and Hardware is set
automatically with 16e, Air4dG-W24 (not
editable).

= Set Mobility mode = Mobile.

= Check In Managed.

= Set Ready For Service = Ready For
Service.

= Set System Profile with a Default
Netspan Profile for AirdG-W24 (MMXe).
= Set Management Profile with a default
Netspan Management Profile for AirdG-
W24,

= Set VolIP Profile = not set.

Figure 2

Netspan :
Edit BS TRx

Provisioning

Configure Network profile.

Press List Button j to open BS TRx
Network Profiles (16e) List, Press Add
button Located down the list.

Figure 3

Netspan;
Edit BS Network

Profile

Add new BS Network
Profile with ASN-GW

Parameters.

= Specify a Name for Network profile.
= Choose Target Hardware Category Any
or Other if you want this profile to be

associated also with another BS.

Network Servers Settings:

= Check In Use ASN-GW Option.

= Uncheck Use RADIUS Server (Beta).

= ASN-GW Protocol Family= according

ASN GW HW.

= ASN Gateway Protocol Version =
R1.0.v1.2 (NWG version).

= Set ASN-GW IP Address

= ASN-GW Address (not editable), this
address is set automatically with the
ASNGW address).

= Set Paging Controller IP Address

(required only for idle mode feature).

MS Control and Provisioning :

= MS Control and Provisioning is Set to
ASN-GW (R6) (Not editable).
= Allow MS MIB Provisioning Set NO.

(In this setup the Traffic Service Flow

Figure 4
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From

Action

Description

Comment

Provisioning is done by ASN GW).

= Allow IP Convergence Sub layer is set to
Yes (not editable).

= Allow Ethernet Convergence Sub layer

set No.

NTP Servers:

= Uncheck NTP Server 1 IP Address

= Press Ok to save settings.

= Back to Edit BS TRx Provisioning.

Netspan :
Edit BS TRx

Provisioning

Configure Bridge Profile.

= Press List Bottom to open Bridge Profile
List and Select a System default Air4G-
W24 bridge profile =
SR9.0(V8.4) MMxe Default
This Default Bridge profile is not
editable, it contains the following
parameters:
= Profile Type= System Profile
(not Changeable)
= Mode=Basic.
= Data Traffic=Untagged.
= Data Vlan Id set to “VLAN 1D4089
default ASN Traffic Vlan”.
This Vlan configuration is defined by

Netspan Default configuration.

Figures 5, 6

Netspan :
Edit BS TRx
Provisioning

Configure traffic Port.

Set traffic port = Traffic and management

Ethernet.

Netspan :
Edit BS TRx

Provisioning

Set ASN-GW Data

Interface

= Set IP address and Subnet mask
according BS configuration as
configured on the BS management web
page.
= Router IP Address :
1. Uncheck option If ASN-GW and BS is
in same sub-network.
2. Else, if there is a router between
then, check in router IP address and

enter the IP address of the router.

10.

Netspan :
Edit BS TRx
Provisioning

Standalone RADIUS
Client

= Standalone RADIUS Client is
automatically Uncheck. (Not editable).
Note: In this mode: The BS is not a client of

the radius server; the Radius is accessed by
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# From Action Description Comment
the ASN- GW.
Netspan: . . ) )
] ) = Set paging Groups is required only if
11. | Edit BS TRx Set paging group o
L using idle mode.
Provisioning
= Check In Enable channel and set RF
Properties and characterises according BS
Netspan: . .
12. ) Set channel Properties HW and RF requirement.
Edit BS TRx
o = Be Aware to set a Suitable MAC Profile
Provisioning . o
with Authentication.
Netspan: ) )
) ) ) = Verify SNMP properties are correct.
13. | Edit BS TRx Verify SNMP Properties
Provisioning
Netspan:
14. | BS TRx State Re-provision = Re-provision BS TRx
and Control
Netspan: BS .
15. ) Reset BS TRx = Resetting BS
TRx Action
Page 12 of 42 Confidential
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2.1.2 Tagged Mode

In this Mode the Data Traffic and Management Traffic From / To BS are tagged with same VLAN Id.

# From

Action

Description

Comment

Base station

web

Configure laptops and BS to
same Sub-Network and
connect laptop to BS using
Ethernet cable.

Set general IP configuration
and SNMP.

= Navigate to default IP
http://192.168.0.100
= login:
user= macromere ,password =macromere
= Set General IP configuration.
= Set BS Id.
= Set management Vlan =Tagged
= Enter required Vlan Id
=Set Read community = public, write
community=private(default SNMP values);
= Set SNMP port=161
= Set SNMP Trap IP with the Host IP of
Netspan IP.
= Reboot Bs via “General BS configuration”:
Set BS action to “All Reset “.

2. | Netspan

Discovery BS.

= Go to Server — Select Discovery
parameters, Add Discovery Task.

= Insert Discovery parameters and Target
IP of the configured BS.

3. | Netspan

Edit BS Provisioning

= Go To Configuration Management —
Select BS— BS TRx.

= Select the configured BS and Press Edit
Button down page to enter Edit Mode.

Figure 1

Netspan
4, Edit BS TRx

Provisioning.

Set BS TRx Properties

= Air Interface Type and Hardware is set
automatically with 16e, AirdG-W24 (not
editable).

= Set Mobility mode =Mobile.

= Check In Managed.

= Set Ready For Service = Ready For
Service.

= Set System Profile with a Default Netspan
Profile for AirdG-W24 (MMXe).

= Set Management Profile with a default
Netspan Management Profile for AirdG-W24.
= Set VolIP Profile = not set.

Figure 2

Netspan
Edit BS TRx

Configure new Network

profile.

Press List Button j to open BS TRx

Figure 3

Page 13 of 42

Confidential




Network Configuration Setup Guide

From

Action

Description

Comment

Provisioning

Network Profiles (16e) List, Press Add button
Located down the list.

Netspan -
Edit BS
Network

Profile

Add new BS Network Profile
with ASN-GW Parameters.

= Specify a Name for Network profile.
= Choose Target Hardware Category Any
or other if you want this profile to be

associated also with other BS.

Network Servers Settings:

= Check In Use ASN-GW Option.

= Uncheck Use RADIUS Server (Beta).

= ASN-GW Protocol Family= According

ASN-GW HW.

= ASN Gateway Protocol Version =
R1.0.v1.2 (NWG versionl.2).

= Set ASN-GW IP Address

= ASN-GW Address (not editable), this
address is set automatically with the
ASNGW address).

= Set Paging Controller IP Address

(Required only for idle mode).

MS Control and Provisioning :

= MS Control and Provisioning Set to ASN-
GW (R6) - not editable.

= Allow MS MIB Provisioning Set No.

(In this setup the Data Service Flow
Provisioning is done by ASN GW).

= Allow IP Convergence Sub layer Set Yes
(not changeable).

= Allow Ethernet Convergence Sub layer
set No.

NTP Servers :

= Uncheck NTP Server 1 IP Address.
= Press Ok to save settings.

= Back to Edit BS TRx Provisioning.

Figure 4

Netspan -
Edit BS TRx

Provisioning

Configure Bridge Profile.

i. Create a Vlan

Configuration.

ii. Create a bridge profile
and associate it

with the Vlan we

just created.

= Create a Vlan Configuration :
1. Go to services Profiles —Select Vlan
Configuration.
2. Set the Vlan Id as configured on the

BS via web (This Vlan is shared by

3. Set Off DHCP Relay Agent Mode

management and data traffic as well).

Page 14 of 42
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# From Action Description Comment
iii. Return back to BS 4. Uncheck single mode
provisioning and 5. Uncheck MAC Forced Forwarding Figures 7, 8
select the bridge 6. Flood Unknown Traffic set to enable
profile you just 7. Broadcast Mode Set to Drop.
configured with Press Ok to save.
tagged mode. = Go To BS Profile — Select Vlan Bridge
Profile to Create a Vlan bridge profile.
Associate it with the VLAN Configuration
you just created with setting: Figures 9, 10
= Mode= Basic.
= Data traffic=Tagged.
= Data Traffic User Priority=1(default)
= Return back to BS provisioning and
Select from list the bridge profile you just
configured.
Netspan - ] ]
] ] ] Set Traffic port = Traffic and management
8. Edit BS TRx Configure traffic Port.
S Ethernet.
Provisioning
= Set IP address and Subnet mask
according BS configuration as configured
Netspan -
] on the BS management web page.
Edit BS TRx
L = Router IP Address :

9. Provisioning Set ASN-GW Data Interface . )
1. Uncheck option If ASN-GW and BS is
in same sub-network.

2. Else, if there is a router between then,
check in router IP address and enter the
IP address of the router.
Netspan - o
_ = Standalone RADIUS Client is
Edit BS TRx ) . .
10. S Standalone RADIUS Client automatically Uncheck — Not editable (ASN-
Provisioning
GW access RADIUS )
Netspan- ) ) o
] ) = Set paging Groups required only if using
11. | Edit BS TRx Set paging group )
S idle mode.
Provisioning
= Check In Enable channel and set RF
Netspan- Properties and characterises according BS
12. | Edit BS TRx Set Channel Properties HW and RF requirement.
Provisioning = Be Aware to set a Suitable MAC Profile
with Authentication.
Netspan- ) ]
] ) ] = Verify SNMP properties are correct.
13. | Edit BS TRx Verify SNMP Properties
Provisioning
Netspan: o o
14. Re-provision = Re-provision BS TRx
BS TRx State
Page 15 of 42 Confidential
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# From Action Description Comment
and Control
Netspan: BS )
15. ] Reset BS TRx = Resetting BS
TRx Action
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2.2 Stand Alone with Authentication No ASN-GW with AAA

In this architecture the Air4G-w24 (MacroMAXe) BS is connected directly to the CSN. This architecture

does not include an ASN Gateway. This architecture is suited for fixed location CPE subscribers.

The following applies in the stand alone network architecture:

e Data service flows between the BS and CPEs are Ethernet CS only.

o All traffic between the CPEs and the CSN network is passing through the BS directly. Traffic

is L2 (including Ethernet header and Vlans) since all data service flows are Ethernet CS only.

e Network entry process of the CPEs includes only the BS and the AAA server.

e The CPEs are managed by Netspan. Data service flows to the CPEs are provisioned by

Netspan using service products.

e Mobile features of handover and idle mode are not applicable.

Stand Alone with Authentication Network Architecture

No ASN-GW, with AAA server

AAAserver

Netspan Authentication Only

Radius

I
Airspan
802.16e BS#2

Radius

~ Airspan
802.16e BS#1

‘ All CPEs are ETH-CS \ \

Netspan performs ETH-CS service flow
provisioning with L2 classifiersto ALL CPEs

CPE#3

802.16e Indoor Router
CPE in Bridge mode

CPE#2

‘

CPE#1

802.16e USB Dongle |

Page 17 of 42

802.16e Out Door Router
CPE in Bridge mode

Confidential




Network Configuration Setup Guide

221

Untagged Mode

In this Mode the Data Traffic and Management Traffic From / To BS are Untagged.

From

Action

Description

Comment

Base Station
Web Page

Configure laptops and BS to
same Sub-Network and
connect laptop to BS using
Ethernet cable.

Set general IP configuration
and SNMP.

= Browse default IP http://192.168.0.100

= login:
user= macromaxe ,password
=macromaxe

= Set General IP configuration.

= Set BS Id.

= Set management Vlan =Untagged

= Set Read community = public, write
community=private(default SNMP
values);

= Set SNMP port=161

= Set SNMP Trap IP with the Host IP of
Netspan IP.

Set BS action to “All Reset “.

= Reboot Bs via “General BS configuration”:

Netspan

Discovery BS.

= Go to Server — Select Discovery
parameters, Add Discovery Task.

= |nsert Discovery parameters and Target
IP of the configured BS.

Netspan

Edit BS Provisioning

= Go To Configuration Management —
Select BS— BS TRx.
= Select the configured BS and Press Edit

Button down page to enter Edit Mode.

Figure 1

Netspan-
Edit BS TRx

Provisioning

Set Bs TRx Properties

= Air Interface Type and Hardware is set
automatically with 16e, AirdG-W24

(Not editable).

= Mobility Mode = Fixed(No ASN-GW)
= Check In Managed.

= Set Ready For Service = Ready For
Service.

= Set System Profile with a Default
Nestspan Profile for MMXe.

= Set Management Profile with a default
Netspan Management Profile for MMXe.

= Set VoIP Profile = not set.

Figure 11

Netspan -
Edit BS TRx

Provisioning

Configure Network profile.

Press List Button j to open BS TRx
Network Profiles (16e) List, Press Add button

Page 18 of 42
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# From Action

Description

Comment

Located down the list.

Netspan-
Edit BS
Network

Add new BS Network
Profile
Profile

= Specify a Name for Network profile.

= Choose Target Hardware Category any or
other if you want this profile to be associated
also with other BS.

Network Servers:
= Uncheck Use ASN-GW.
= Check In Use RADIUS Server (Beta).
= Set Standalone RADIUS Server
parameters :
1. RADIUS Server IP Address
2. RADIUS Authentication Port
(1812,0r 1645)
3. RADIUS Accounting Port
(1813, or 1646)

MS Control and Provisioning :

1. Default MS Control Mode is
automatically fulfilled with _Standalone
(RADIUS) (not editable).
2. Allow MS MIB Provisioning =YES.
3. Set Default Service Product =
Not set.
4. Default Convergence Sub layer =lpv4
(Automatically configured not editable).
5. Allow IP Convergence Sub layer=Yes
(Automatically configured not editable).
6. Set Allow Ethernet Convergence Sub
layer = Yes.

NTP Servers :

= Uncheck NTP Server 1 IP Address.

= Press Ok to save settings.

= Back to Edit BS TRx Provisioning.

Figure 12

Configure Bridge Profile
Bottom Up:

i. Create a Vlan
Netspan -

] configuration.
7. Edit BS TRx
Provisioning )
with the Vlan
created.

iii. Provision Created

ii. Create a Bridge Profile

Bridge Profile to BS

= Create a Vlan Configuration :
1. Go to services Profiles —Select Vlan
Configuration.
Set Vlan Id 4087.
Uncheck single User.
. Uncheck MAC Forced Forwarding
. Flood Unknown Traffic set to Enable

o g h WN

. Set Broadcast Mode to Multicast

Group.

Figures 7, 8

Page 19 of 42

Confidential




Network Configuration Setup Guide

# From Action Description Comment
7. Set Broadcast Service Class with
Customer defined Class which does
not work in HARQ! ).
Press Ok to save. Figures 9, 10
= Go To BS Profile— Vlan Bridge Profile
and Create a Vlan bridge profile.
Associate it with the Vlan you just
created.
With :
= Mode= Basic.
= Data traffic=Untagged.
= Data Traffic User Priority=1(default)
= Return back to BS provisioning and
Select from list the bridge profile you just
configured.
Netspan - ) )
] ] ) Set traffic port = Traffic and management
8. Edit BS TRx Configure Traffic Port.
S Ethernet
Provisioning
Netspan - = Set IP address and Subnet mask
9 Edit BS TRx Set Standalone Data according BS configuration as
' Provisioning Interface. configured on the BS management web
page.
= Standalone RADIUS Client is
automatically checked in (Not editable).
Netspan -
] = Set BS IP address
Edit BS TRx ) ]
10. L Standalone RADIUS Client = Set RADIUS shared secret. Figure 11
Provisioning .
= Set Router IP address (if RADIUS server
is accessed via router, this has to be
checked in and insert the Router IP).
= Check In Enable channel and set RF
Netspan- Properties and characterises according BS
11. | Edit BS TRx Set channel Properties HW and RF requirement.
Provisioning = Be Aware to set a Suitable MAC Profile
with Authentication.
Netspan- ) )
] ) ] = Verify SNMP properties are correct.
12. | Edit BS TRx Verify SNMP Properties
Provisioning
Netspan:
13. | BS TRx State | Re-provision = Re-provision BS TRx
and Control
Netspan: BS )
14. ) Reset BS TRx = Resetting BS
TRx Action
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# From Action Description Comment
= Allow Service: Yes
= Control Mode: Standalone Authentication
and MIB Provisioning
Netspan: o . .
) Configuring MS Custom = Modulation: Dynamic ]
15. | Service i . . ) Figure 14
) Configuration = Downlink Zone: Zone 2 MIMO (index 1)
Profiles ) ]
= Uplink Zone: Dynamic
= MIMO Matrix: Dynamic Assignment
Netspan: . )
] ] ) = Creating Service Product depend on ]
16. | Service Creating Service Product . Figure 15
] customer requirements
Profiles
Netspan: .
] ) = Service Product ]
17. | Registered Edit MS ) ) ) Figure 16
= Custom Configuration Profile
SS
Netspan:
18. | Registered State -> Re-provision = Re-provision the MS
SS
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2.2.2

Data
Traffic
Untagged

HostB

Tagged Mode

Uplink data
From CPEto BS
isUntagged

Uplinkdata
from BS toHost
isTagged-PVID

Switch

CPE
Bridge
Maode

ETH- &5

g
MMXe Al Net
3 Untagged etspan
BS 3 Management -
Tagged o
Traffic . E c 3
Data/Mng t—:
a9 o
T |
=
Untagged

Data
i

Host A
Downlink Data Downlink Data
ToBSis ToBS isTagged
Untagged -PVID
In this Mode the Data Traffic and Management Traffic From / To BS have a different VLAN ID.
# From Action Description Comment
= Browse default IP http://192.168.0.100
= login:
user= macromaxe ,password =macromaxe
= Set General IP configuration.
Configure laptops and BS to = SetBSId.
same Sub-Network and = Set management Vlan =Tagged
1 Base station connect laptop to BS using = Enter required Vlan Id.
Web page Ethernet cable. = Set Read community = public, write
Set general IP configuration community=private(default SNMP
and SNMP. values);
= Set SNMP port=161
= Set SNMP Trap IP with the Host IP of
Netspan IP.
= Reboot Bs via “General BS configuration”:
Set BS action to “All Reset “.
2. Netspan Discovery BS.
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# From Action

Description

Comment

= Go to Server — Select Discovery
parameters, Add Discovery Task.

= |nsert Discovery parameters and Target
IP of the configured BS.

3. Netspan Edit BS Provisioning

= Go To Configuration Management —
Select BS —» BS TRx.

= Select the configured BS and Press Edit
Button down page to enter Edit Mode.

Figure 1

Netspan-
4. Edit BS TRx

Provisioning

Set Bs TRx Properties

= Air Interface Type and Hardware is set
automatically with 16e, AirdG-W24

(Not editable).

= Mobility Mode = Fixed (No ASN-GW)
= Check In Managed.

= Set Ready For Service = Ready For
Service.

= Set System Profile with a Default Nest
span Profile for MMXe.

= Set Management Profile with a default
Netspan Management Profile for MMXe.
= Set VolIP Profile = not set.

Figure 11

Netspan-
5. Edit BS TRx

Provisioning

Configure Network profile.

Press List Button j to open BS TRx
Network Profiles (16e) List, Press Add button
Located down the list.

Figure 3

Netspan-
Edit BS

Network

Add new BS Network
Profile

Profile

= Specify a Name for Network profile.
= Choose Target Hardware Category any or
other if you want this profile to be associated

also with other BS.

Network Servers:
= Uncheck Use ASN-GW.
= Check In Use RADIUS Server (Beta).
= Set Standalone RADIUS Server
parameters :
1. RADIUS Server IP Address
2. RADIUS Authentication Port
(1812,0r 1645)
3. RADIUS Accounting Port
(1813, or 1646)

MS Control and Provisioning :
1. Default MS Control Mode is

automatically fulfilled with Standalone

Figure 12
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# From

Action

Description

Comment

(RADIUS) (not editable).
2. Allow MS MIB Provisioning =YES
3. Default Convergence Sub layer =lpv4
(Automatically configured not editable).
4. Allow IP Convergence Sub layer=YES
(Automatically configured not editable).
5. Set Allow Ethernet Convergence Sub
layer = Yes.

NTP servers:

= Uncheck NTP Server 1 IP Address.

» Press Ok to save settings.

= Back to Edit BS TRx Provisioning.

Netspan -
7. Edit BS TRx

Provisioning

Configure Bridge Profile.
i. Create a Vlan
Configuration.

ii. Create a bridge profile
and associate it

with the Vlan we
just created.

iii. Return back to BS
provisioning and
select the bridge
profile you just
configured with
Tagged mode.

= Create a Vlan Configuration :

1. Go to services Profiles —Select Vlan
Configuration.

2. Set Vlan Id for the Data traffic

- This Vlan must be different than the

management vlan that was entered via

BS web page.

3. Uncheck single User.

4. Uncheck MAC Forced Forwarding

5. Flood Unknown Traffic set to enable

6. Set Broadcast Mode to Multicast
Group.

8. Set Broadcast Service Class with
Customer defined Class which does
not work in HARQ! ).

Press Ok to save.

= Go To BS Profile — Vlan Bridge Profile

and Create a Vlan bridge profile.

Associate it with the VLAN Configuration
you just created ,Setting:

= Mode= Basic.

= Data traffic=Tagged.

= Data Traffic User Priority=1(default)

= Return back to BS provisioning and

Select from list the bridge profile you just
configured.

Figures 7, 8

Figures 9, 10

Netspan-
8. Edit BS TRx

Provisioning

Configure Traffic Port.

= Set traffic port = Traffic and management
Ethernet

Netspan -
9. | Edit BS TRx
Provisioning

Set Standalone Data

Interface

= Set IP address and Subnet mask
according BS configuration as

configured on the BS management web
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# From Action Description Comment
page.
= Standalone RADIUS Client is
automatically checked in (Not editable).
Netspan -
] = Set BS IP address
Edit BS TRx )
10. S Standalone RADIUS Client = Set RADIUS shared secret.
Provisioning ]
= Set Router IP address (if RADIUS server
is accessed via router, this has to be
checked in and insert the Router IP).
= Check In Enable channel and set RF
Properties and characterises according BS
Netspan- ) )
11. ] Set Channel Properties HW and RF requirement.
Edit BS TRx . )
S = Be Aware to set a Suitable MAC Profile
Provisioning ] o
with Authentication.
Netspan- ) ]
) ) ) = Verify SNMP properties are correct.
12. | Edit BS TRx Verify SNMP Properties
Provisioning
Netspan- ) ]
) ) ) = Verify SNMP properties are correct.
13. | Edit BS TRx Verify SNMP Properties
Provisioning
Netspan:
14. | BS TRx State | Re-provision = Re-provision BS TRx
and Control
Netspan: BS )
15. ] Reset BS TRx = Resetting BS
TRx Action
= Allow Service: Yes
= Control Mode: Standalone Authentication
and MIB Provisioning
Netspan: o ) )
] Configuring MS Custom = Modulation: Dynamic ]
16. | Service i . . i Figure 14
) Configuration = Downlink Zone: Zone 2 MIMO (index 1)
Profiles ) ]
= Uplink Zone: Dynamic
= MIMO Matrix: Dynamic Assignment
Netspan: ) )
) ] ) = Creating Service Product depend on ]
17. | Service Creating Service Product ] Figure 15
) customer requirements
Profiles
Netspan: )
] ) = Service Product ]
18. | Registered Edit MS ) ] ] Figure 16
= Custom Configuration Profile
SS
Netspan:
19. | Registered State -> Re-provision = Re-provision the MS
SS
Page 25 of 42 Confidential




Network Configuration Setup Guide

2.3 Stand Alone without Authentication No ASN-GW

In this architecture the MacroMAXe BS is connected directly to the CSN . This architecture does not
include an ASN Gateway and AAA server.
The following applies in the stand alone network architecture:
e Data service flows between the BS and CPEs are Ethernet CS only.
o All traffic between the CPEs and the CSN network is passing through the BS directly. Traffic
is L2 (including Ethernet header and Vlans) since all data service flows are Ethernet CS only.
e Network entry process of the CPEs includes only the BS.
¢ No CPE authentication is available. AES Encryption of the data service flows in the WiMAX
air interface between the BS and the CPE using PKMv2 is not applicable.
e The CPEs are managed by Netspan. Data service flows to the CPEs are provisioned by
Netspan using service products.

e Mobile features of handover and idle mode are not applicable.

Stand Alone without Authentication Network
Architecture , No ASN-GW

Netspan

Airspan Airspan
802.16e BS#2 802.16e BS#1
‘. All CPEs are ETH-CS \ \

Netspan performs ETH-CS service flow '
provisioning with L2 classifiersto ALL CPEs é(

CPE#3 CPE#2 CPE#1

802.16e Indoor Router 802.16e USB Dongle ‘ 802.16e Out Door Router
CPEin Bridge mode CPEin Bridge mode
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231

Untagged mode

In this Mode the Data Traffic and Management Traffic From / To BS are Untagged.

# From

Action

Description

Comment

Base station
Web page

Configure laptops and BS to
same Sub-Network and
connect laptop to BS using
Ethernet cable.

Set general IP configuration
and SNMP.

= Browse default IP http://192.168.0.100

= login:
user= macromaxe ,password
=macromaxe

= Set General IP configuration.

= Set BS Id.

= Set management Vlan = Untagged

= Set Read community = public, write
community=private(default SNMP
values);

= Set SNMP port=161

= Set SNMP Trap IP with the Host IP of
Netspan IP.

= Reboot Bs via “General BS configuration”:

Set BS action to “All Reset “.

2. | Netspan

Discovery BS.

= Go to Server — Select Discovery
parameters, Add Discovery Task.
= Fulfil Discovery parameters and Target IP

of the configured BS.

3. Netspan

Edit BS Provisioning

= Go To Configuration Management —
Select BS — BS TRx.
= Select the configured BS and Press Edit

Button down page to enter Edit Mode.

Figure 1

Netspan-
4. Edit BS TRx

Provisioning

Set Bs TRx Properties

= Air Interface Type and Hardware is set
automatically with 16e, AirdG-W24

(Not editable).

= Mobility Mode = Fixed(No ASN-GW)
= Check In Managed.

= Set Ready For Service = Ready For
Service.

= Set System Profile with a Default
Nestspan Profile for MMXe.

= Set Management Profile with a default
Netspan Management Profile for MMXe.
= Set VolIP Profile = not set.

Figure 11

5. Netspan -
Edit BS TRx

Configure Network profile.

Press List Button j to open BS TRx
Network Profiles (16e) List, Press Add button
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# From Action

Description

Comment

Provisioning

Located down the list.

Netspan-
Edit BS
Network

Add new BS Network
Profile
Profile

= Specify a Name for Network profile.
= Choose Target Hardware Category any or
other if you want this profile to be associated

also with other BS.
Network Servers:
= Uncheck Use ASN-GW.

= Uncheck Use RADIUS Server (Beta).

MS Control and Provisioning :

1. Default MS Control Mode is
automatically fulfilled with Standalone
(MIB) (not editable).

2. Allow MS MIB Provisioning =YES

3. Set Default Service Product =

Not set.

4. Default Convergence Sub layer =lpv4
(Automatically configured not editable).
5. Allow IP Convergence Sub layer = Yes
(Automatically configured not editable).
6. Set Allow Ethernet Convergence Sub

layer = Yes.

NTP servers:

= Uncheck NTP Server 1 IP Address.
= Press Ok to save settings.

= Back to Edit BS TRx Provisioning.

Figure 13

Bottom Up:
i. Create a Vlan

configuration
Netspan -

7. Edit BS TRx

Provisioning

with the Vlan
created.

iii. Provision Created

= Configure Bridge Profile

ii. Create a Bridge Profile

Bridge Profile to BS

= Create a Vlan Configuration :
1. Go to services Profiles — Select Vlan
Configuration.

. Set Vlan Id 4087.

. Uncheck Single User.

. Uncheck MAC Forced Forwarding

. Flood Unknown Traffic set to enable

o 0 A WN

. Set Broadcast Mode to Multicast

Group.

~

. Set Broadcast Service Class with
8. Customer defined Class which doesn't
work in HARQ! ).
= Go To BS Profile — Vlan Bridge Profile

and Create a Vlan bridge profile.

Associate it with the VLAN Configuration

Figures 7, 8

Figures 9, 10
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# From Action Description Comment
you just created ,Setting:
= Mode= Basic.
= Data traffic=Untagged.
= Data Traffic User Priority=1(default)
= Return back to BS provisioning and
Select from list the bridge profile you just
configured.
Netspan - ) .
. i . Set traffic port = Traffic and management
8. Edit BS TRx Configure Traffic Port.
S Ethernet
Provisioning
Netspan- = Set IP address and Subnet mask
9 Edit BS TRx Set Standalone Data according BS configuration as
' Provisioning Interface. configured on the BS management web
page.
Netspan - L
) = Standalone RADIUS Client is
Edit BS TRx ) ] )
10. L Standalone RADIUS Client automatically Uncheck — Not editable (ASN-
Provisioning
GW access RADIUS )
= Check In Enable channel and set RF
Netspan- Properties and characterises according BS
11. | Edit BS TRx Set channel Properties HW and RF requirement.
Provisioning = Be Aware to set a Suitable MAC Profile
without Authentication.
Netspan- ) )
) ) ) = Verify SNMP properties are correct.
12. | Edit BS TRx Verify SNMP Properties
Provisioning
Netspan- ) )
] ] ) = Verify SNMP properties are correct.
13. | Edit BS TRx Verify SNMP Properties
Provisioning
Netspan:
14. | BS TRx State | Re-provision = Re-provision BS TRx
and Control
Netspan: BS )
15. . Reset BS TRx = Resetting BS
TRx Action
= Allow Service: Yes
= Control Mode: Standalone Authentication
Netspan: o and MIB Provisioning
) Configuring MS Custom ) ) ]
16. | Service ] ) = Modulation: Dynamic Figure 14
] Configuration ) ]
Profiles = Downlink Zone: Zone 2 MIMO (index 1)
= Uplink Zone: Dynamic
= MIMO Matrix: Dynamic Assignment
Netspan: ) ) = Creating Service Product depend on )
17. ) Creating Service Product ] Figure 15
Service customer requirements
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# From Action Description Comment
Profiles
Netspan: .
] ) = Service Product ]
18. | Registered Edit MS ) ) ) Figure 16
= Custom Configuration Profile
SS
Netspan:
19. | Registered State — Re-provision = Re-provision the MS
SS
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2.3.2 Tagged Mode

Uplinkdata
from BS toHost
isTagged-PVID

Uplink data
From CPEto BS
isUntagged

Switch
z
MMXe 3 Net
5 Untagged £ispan
BS 3 Management -
Tagged “ul
CPE Traffic . E. S
Data Bridge Data/IMng <
Traffic Mode i‘ )
Untagged ETH- C5 el
Untagged
Data
HostB . :
Host A
Downlink Data Downlink Data
ToBSis ToBSisTagged
Untagged -PVID
In this Mode the Data Traffic and Management Traffic From / To BS have different VLAN ID.
# | From Action Description Comment

= Browse default IP http://192.168.0.100
= login:
user= macromere ,password =macromere
= Set General IP configuration.
= Set BS Id.
= Set management Vlan =Tagged

Configure laptops and BS to
same Sub-Network and
Base station connect laptop to BS using

= Enter required Vlan Id.
Web page Ethernet cable.

) ) = Set Read community = public, write
Set general IP configuration

community=private(default SNMP values);
and SNMP.

= Set SNMP port=161

= Set SNMP Trap IP with the Host IP of
Netspan IP.

= Reboot Bs via “General BS configuration”:
Set BS action to “All Reset “.

) = Go to Server — Select Discovery
2. Netspan Discovery BS.

parameters, Add Discovery Task.

= [nsert Discovery parameters and Target IP
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From

Action

Description

Comment

of the configured BS.

Netspan

Edit BS Provisioning

= Go To Configuration Management —
Select BS— BS TRx.

= Select the configured BS and Press Edit
Button down page to enter Edit Mode.

Figure 1

Netspan-
Edit BS TRx

Provisioning

Set Bs TRx Properties

= Air Interface Type and Hardware is set
automatically with 16e, AirdG-W24

(Not editable).

= Mobility Mode = Fixed (No ASN-GW)
= Check In Managed.

= Set Ready For Service = Ready For
Service.

= Set System Profile with a Default Nest
span Profile for MMXe.

= Set Management Profile with a default
Netspan Management Profile for MMXe.
= Set VolIP Profile = not set.

Figure 11

Netspan-
Edit BS TRx

Provisioning

Configure Network profile.

Press List Button to open BS TRx Network
Profiles (16€) List, Press Add button Located

down the list.

Figure 3

Netspan-
Edit BS
Network

Profile

Add new BS Network
Profile

= Specify a Name for Network profile.
= Choose Target Hardware Category any or
other if you want this profile to be associated

also with other BS.
Network Servers:
= Uncheck Use ASN-GW.

= Uncheck Use RADIUS Server (Beta).

MS Control and Provisioning :

1. Default MS Control Mode is automatically
fulfilled with Standalone (MIB) (not
editable).

2. Allow MS MIB Provisioning =YES

3. Set Default Service Product =

Not set.

4. Default Convergence Sub layer =Ipv4
(Automatically configured not editable).
5. Allow IP Convergence Sub layer=YES
(Automatically configured not editable).
6. Set Allow Ethernet Convergence Sub
layer = Yes.

Figure 13
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# From Action Description Comment
Ntp servers:
= Uncheck NTP Server 1 IP Address.
= Press Ok to save settings.
= Back to Edit BS TRx Provisioning.
= Create a Vlan Configuration :
7. Go to services Profiles —Select Vlan
Configuration.
8. Set Vlan Id for the Data traffic
- This Vlan must be different than the
] ) ] management Vlan that was entered via
Configure Bridge Profile.
BS web page.
) 1. Uncheck single User. Figures 7,8
i. Create a Vlan .
] ) 2. Uncheck MAC Forced Forwarding
Configuration. _
. ] ) 3. Flood Unknown Traffic set to enable
ii. Create a bridge profile )
o 4. Set Broadcast Mode to Multicast
and associate it
] Group.
Netspan - with the Vlan you ] )
) ) 5. Set Broadcast Service Class with
7. | Edit BS TRx just created. i .
S Customer defined Class which doesn't
Provisioning iii. Return back to BS .
S work in HARQ!).
provisioning and
) Press Ok to save.
select the bridge
] ] = Go To BS Profile — Vlan Bridge Profile
profile you just _ _
configured with and Create a Vlan bridge profile. .
Associate it with the VLAN Configuration Figures 9,10
tagged mode.
you just created ,Setting:
= Mode= Basic.
= Data traffic=Tagged.
= Data Traffic User Priority=1(default)
= Return back to BS provisioning and
Select from list the bridge profile you just
configured.
Netspan : ) ]
] ] ) = Set traffic port = Traffic and management
8. Edit BS TRx Configure Traffic Port.
S Ethernet
Provisioning
Netspan - .
] Set Standalone Data = Set IP address and Subnet mask according
9. Edit BS TRx ) . .
L Interface BS configuration as configured on the BS
Provisioning
management web page.
Netspan - = Standalone RADIUS Client is automatically
10. | Edit BS TRx Standalone RADIUS Client Uncheck — Not editable (ASN-GW access
Provisioning RADIUS)
= Check In Enable channel and set RF
Netspan- Properties and characterises according BS
11. | Edit BS TRx Set channel Properties HW and RF requirement.
Provisioning = Be Aware to set a Suitable MAC Profile
without Authentication.
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# From Action Description Comment
Netspan- . .
) ) ) = Verify SNMP properties are correct.
12. | Edit BS TRx Verify SNMP Properties
Provisioning
Netspan- . .
) ) ) = Verify SNMP properties are correct.
13. | Edit BS TRx Verify SNMP Properties
Provisioning
Netspan:
14. | BS TRx State | Re-provision = Re-provision BS TRx
and Control
Netspan: BS )
15. ) Reset BS TRx = Resetting BS
TRx Action
= Allow Service: Yes
= Control Mode: Standalone Authentication
Netspan: o and MIB Provisioning
) Configuring MS Custom ) ) )
16. | Service ] ) = Modulation: Dynamic Figure 14
i Configuration . _
Profiles = Downlink Zone: Zone 2 MIMO (index 1)
= Uplink Zone: Dynamic
= MIMO Matrix: Dynamic Assignment
Netspan: . )
) ) ) = Creating Service Product depend on ]
17. | Service Creating Service Product ] Figure 15
i customer requirements
Profiles
Netspan: )
] ) = Service Product ]
18. | Registered Edit MS ) ) ] Figure 16
= Custom Configuration Profile
SS
Netspan:
19. | Registered State — Re-provision = Re-provision the MS
SS
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2.4  List of Figures
Figure 1 - BS TRx list
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Figure 2 - BS TRx Provisioning
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Router IP
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Figure 3 - BS TRx Network profiles (16€) List

/= Netspan@5V1 User: adi

)] ) e ®-)

@_\‘@, w [B] rite:/1192 168,56, 127 MetspanStartupiHame aspx

Fle  Edit  Wiew Favorites Took  Help

T Favorites |@Netspan@sv1 User: admin Started: 1/27j2011 10:53

‘ | B - E) - ) dm - Page - Sefety- Tools- @

/ BS TRx Network Profiles (16¢)
//Mr:pan System Warning!
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Figure 4 - Add BS TRx Network profile (16e) ( ASN_GW settings)

Netspan@5V1 Lise 172772011 10:53:21 AM - Windows Internet Explorer |

B [*2] [ [ eosae [[2]-]

@_\ar - |g, Fiktp: /192, 168,96, 127 HetspaniStartup Home. a5px

Eile Edit  Wiew Favorites Todls  Help

<l Favorites |@Netspan@sv1 User: admin Started: 1/27/2011 m:saw‘ | fi - B - ) & - Page- Safety- Toos- @- 7

/ MITTIN pgd BS TR Network Profile (16e)

'/A.#:;;\an Name [ |
.

N s e Profile Type User dsfined profile

Target Hardware Category | (any) v
LogoUE Network Servers 2]
Wain » Use ASN Gateway [ Use RADIUS Server (Beta)
T ASM Gateway
EAEEL EETEIEn ASN Gateway Protocol Family Starent v

Software Management 3
ASN Gateway Protocol Version |R1.0v1.2 v
Fault Management >
ASN Gateway IP Address 0000
Performance Management  »
- ASHN Gateway Address 0000
EOFEIEs 4 Paging Controller IP Address 0.0.0.0

Senvice Profiles >

Users (AAR) » MS Control and Provisioning )

—— R Default MS Contral Mode ASN-GW (R6) Allow MS MIE Provisioning

Allow IP Convergence Sublayer 3

i

System Warning!

* Licence has expired for 1 Allow Ethernet Convergence Sublayer | Mo v

NIVIS feature:
NBIF WilaxBsOme for Moy
16e NTP Server 1 IP Address 0000 [CJUse NIMS IP Address

NTP Server 2 IP Address [

‘ MFF Servers (not provisioned) @l

0 Licensed features required:
* ASN Gateway Operation

[ ok ][ cancel ][ Validate |[ Reload

Done @ Internst “h v Ei00% <

Page 36 of 42 Confidential



Network Configuration Setup Guide

Figure 5 - Edit Vlan Bridge Profile (16e) (Default for Mobile)
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Figure 7 - Vlan Configurations
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Figure 9 - Vlan Bridge Profile List
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Figure 11 - Edit Bs TRx Provisioning (Standalone (No ASN GW) configuration)
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Figure 13 - Add BS Network Profile (16e) (Standalone without authentication)
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Figure 15 - Service Product
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