Identity Management: o
Background, Principles, GENI

INTERNETe



Topics
* Internet identity
e What's been happening
e Gaps
* |dentity Management
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In the last few years...

* Internet identity has become pervasive, in two flavors

* A rapidly growing, but still maturing federated identity
infrastructure, particularly in the R&E sector globally.

» A set of theoretically interoperable social identity prowders- s
serving Iarge masses of social and Iow-rlsk appllcatlo S
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Internet scale
» 6 M users, 250 organizations in InCommon

* R&E Federations in Europe and Asia are more extenswe p
spanning 25 countries and tens of millions of users. -

* Social identities, including Facebook, Google TW|tt"' p
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In Formation

Current National Federations

SAML federations worldwide - scope

NATIONAL IDENTITY MANAGEMENT FEDERATIONS

Norway (FEIDE}

Oman (Oman KID)

Spain (CBIC, SAUWOK, SIR)
Sweden (FederationSwamid)
Switzerland (SWITCHaai)

The Netherlands (SURF Federatie)
United Kingdom (UK Access Fed.)
United States (InCommon)
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S
Where We Headed

* The trust infrastructure

e An international peering of SAML R&E federations, with
common attributes and LOA, with some careful mtegratlon of
other identity approaches (e.g. Openld).

« Privacy preserving real time interrealm authentication

INTERNET.

kik@internetZs€du



B
Access Control at Scale

» Group management tools covers 80% of the use cases;
privilege management covers most of the rest

» Two part process for an Internet-scale approach
* Domestication of applications
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It is a work In progress

» Still immature

 Not all institutions are in a federation
* Not all institutions populate all base-level attributes
« User-managed attribute release beginning -
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Some Identity Management principles
* Need to scale

e Users, applications, complexity

e Truly Internet-scale infrastructure
* Need to address emerging privacy issues

e Consent is a frequent requirement .
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.
GENI IdM principles

» A need to create GENI specific and cluster specific
attributes

o Attributes need life-cycle maintenance processes |
* A need to integrate across a set of existing GENI pro ject:
~+ Aot of horses have left the barn i
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I

Some terms
» Federated identity _
« Authenticate at home institution at appropriate level

« Controlled release of institutional attributes
* Attributes i I—
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Collaboration Management Platforms (CMP)

* An important complementary local piece
A person registry with automated life-cycle maintenance
* Includes provisioning and deprovisioning d --
- A place to create, maintain local attributes i
e Using Groups and Roles
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