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N h l i l l l i d f k A k diff l i l k lNew technologies are always are always exploited for new attacks Attacks occur on different layers e.g. service  layer, network layer

Attack patterns are adapted e g SPAM: Snail Mail/Email/SMS/SPIT Different attack opportunities for each service/applicationAttack patterns are adapted, e.g. SPAM: Snail Mail/Email/SMS/SPIT Different attack opportunities for each service/application

Current situation: SIP VoIP exampleCurrent situation: SIP VoIP example
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GLAB DEEP: Cross‐layer distributed detection & mitigationGLAB DEEP: Cross‐layer distributed detection & mitigation
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Challenges for Future Internet security researchChallenges for Future Internet security researchg y

Benefit from new architectures without introducing new vulnerabilities e gBenefit from new architectures without introducing new vulnerabilities e g Generic and service specific misuse and attack patternsGeneric and service specific misuse and attack patternsBenefit from new architectures without introducing new vulnerabilities, e.g. 
service oriented approach/functional composition

Benefit from new architectures without introducing new vulnerabilities, e.g. 
service oriented approach/functional composition
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P ti h t d t ti d iti tiservice oriented approach/functional compositionservice oriented approach/functional composition Proactive approach to detection and mitigationProactive approach to detection and mitigation

Al i h f l i di ib d l iAl i h f l i di ib d l i
DoS is different from other threats (and very popular)DoS is different from other threats (and very popular)

Algorithms for real‐time, distributed, cross‐layer cooperationAlgorithms for real‐time, distributed, cross‐layer cooperation
No acceptable solution concepts known yetNo acceptable solution concepts known yetNo acceptable solution concepts known yetNo acceptable solution concepts known yet
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