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Mobile	
  Peer-­‐to-­‐Peer	
  

Mobile	
  Ad	
  hoc	
  Networks	
  
�  Establishing	
  networks	
  spontaneously	
  
�  Adapted	
  rouBng	
  algorithms	
  required	
  
	
  
Challenges	
  
�  Wireless	
  communicaBon	
  
�  Dynamic	
  network	
  topology	
  
�  Limited	
  resources	
  

Internet	
  

Peer-­‐to-­‐Peer	
  distributed	
  hash	
  tables	
  (DHT)	
  
�  Decentralized	
  and	
  self-­‐organized	
  
�  Scales	
  well	
  to	
  the	
  network	
  size	
  

Challenges	
  
�  OperaBon	
  requires	
  cooperaBon	
  
�  Decentralized	
  nature,	
  no	
  coordinaBng	
  instances	
  

Vulnerable	
  to	
  mulBple	
  a0acks	
  
�  Flooding	
  a0acks	
  
�  Loop	
  Forming	
  a0acks	
  
�  Blackhole	
  a0acks	
  
�  …	
  
	
  
Security	
  mechanisms	
  
�  Intrusion	
  PrevenBon	
  Systems	
  
�  Intrusion	
  DetecBon	
  Systems	
  
�  Intrusion	
  Response	
  Systems	
  

Underlay	
  

Vulnerable	
  to	
  mulBple	
  a0acks	
  
�  Incorrect	
  Lookup	
  RouBng	
  
�  Sybil	
  A0ack	
  
�  File	
  Poisoning	
  
�  …	
  
	
  
Security	
  mechanisms	
  
�  Robust	
  rouBng	
  based	
  on	
  

redundancy	
  
�  Distribute	
  replicas	
  of	
  stored	
  

objects	
  
Incorrect	
  Lookup	
  RouBng	
  a0ack	
  on	
  a	
  DHT	
  

Mobile	
  Peer-­‐to-­‐Peer	
  Network	
  
�  Combining	
  Peer-­‐to-­‐Peer	
  and	
  Mobile	
  Ad	
  hoc	
  

Networks	
  

New	
  challenges	
  for	
  the	
  Overlay	
  
�  Strongly	
  limited	
  resources	
  
�  Dynamic	
  topology	
  
	
  
How	
  to	
  secure	
  the	
  Mobile	
  Peer-­‐to-­‐Peer	
  overlay?	
  
	
  
Example:	
  Incorrect	
  Lookup	
  RouBng	
  a0ack	
  
�  TradiBonal	
  security	
  mechanisms:	
  

� IteraBve	
  RouBng	
  
� Redundant	
  RouBng	
  
� …	
  

�  Based	
  on	
  redundancy	
  
�  Not	
  applicable	
  in	
  Mobile	
  Peer-­‐to-­‐Peer	
  

� Due	
  to	
  limited	
  bandwidth	
  
	
  
Cross	
  layer	
  approach	
  
�  Harness	
  underlay	
  informaBon	
  to	
  detect	
  

malicious	
  behavior	
  
�  Adapted	
  underlay	
  security	
  mechanisms	
  

Robust Routing in Mobile 
Peer-to-Peer Systems 

Malicious	
  overlay	
  node	
  drops	
  
lookup	
  request	
  

Underlay	
  neighbor	
  nodes	
  detect	
  
dropped	
  lookup	
  request	
  

Underlay	
  neighbor	
  node	
  informs	
  
previous	
  intermediate	
  overlay	
  node	
  


