DiCloud user guide

Emmanuel Cecchet
Oct 26, 2010

1. What is DiCloud?

DiCloud is a testbed that allows users to experiment with Amazon Web Service cloud
resources in the context of the National Science Foundation\'s Global Environment for Network
Innovations (GENI) project. DiCloud interfaces with a prototype GENI control framework. More
information about the DiCloud project is available here.

1.1 How does DiCloud work?

DiCloud gives the user access to the following resources:

e Elastic Compute Cloud (EC2) instances: servers with local storage that are accessible
through the Internet via a public IP address and from other EC2 instances via a local
private IP address.

e Simple Storage Service (S3) buckets: a bucket is a storage space varying from 1 byte
to 5 GB that can store objects. The objects can only be accessed through a put/get
interface.

e Elastic Block Storage (EBS) volumes: EBS is a Network Attach Storage (NAS) that can
be mounted and accessed by only one EC2 instance at a time. Any filesystem can be
created on an EBS volume.

A limited budget is allocated for the resources that are monitored in real time using
Amazon CloudWatch. Once the allocated budget has expired, resources are automatically
revoked and experiments are stopped until further funding is available.

1.2 How do | get an account?
Send an email to dicloud@cs.umass.edu to request an account.

2. First login

The DiCloud home page is located at http:/geni.cs.umass.edu/vise/dicloud.php

Use the login and password that has been provided by the administrator.
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What is DiCloud?
DiCloud is a testbed that allows users to experiment with Amazon Web Service cloud resources in the context of the National Science Foundation\'s Global Environment for Network Innovations (GENI) project. DiCloud
interfaces with a prototype GENI control framework. More information about the DiCloud project is available here.

How does DiCloud work?

DiCloud gives the user access to the following resources:

* Elastic Compute Cloud (EG2) instances: servers with local storage that are accessible through the Internet via a public IP address and from other EC2 instances via a local private IP address.
* Simple Storage Service (S3) buckels: a bucket is a storage space varying from 1 byte to 5 GB that can store objecis. The objects can only be accessed through a put/get interface.
* Elastic Block Storage (EBS) volumes: EBS is a Network Attach Storage (NAS) that can be mounted and accessed by only one EC2 instance at a time. Any filesystem can be created on an EBS volume.

A limited budget is allocated for the resources that are monitored in real time using Amazon CloudWatch. Once the allocated budget has expired. resources are automatically revoked and experiments are stopped until
further funding is available.

How do | get an account?

Send an email to dicloud@cs.umass.edu to request an account.

If your login is successful, you will reach your home page that looks like:



The DiCloud Testbed

Logout genl

Hi geni, you are logged into the DiCloud testbed's web portal! Follow the simple steps below to request access to ViSE's nodes.
We also recommend reading our FAG for more information on the interfaces for accessing each sensor

Current resources
EC2 leases:

Mo current EC2 lease
EBS leases:

Mo current EBS lease
53 leases:

Mo current S3 lease

Request new resources

| Request new EC2 servers |

| Request new S3 buckets |

| Request new EBS volumes |

Administration functions

| Edit User Information |

Email dicloud@cs.umass.edu if you experience any problem..

DeCloud ks tundad 2= part of iz Nasonal Schencs Foundason’s Giooal Erviranmant ior Netwark Innovallons | GEN

2.1 Update your password

Click on the ‘Edit User Information’ button from your home page.

Then click on the ‘Change password’ link next to your user name to update your password.
If you don’t have administrator rights, you will have to logout and log in again with your new
password.



The DiCloud Testbed

Logout genl
Edit user information
|user id [Name| Password || Certificates
|13 |geni |Change password |3 certificates Download your keypair

Go back to your user page

Email dicloud@cs.umass.edu If you experience any problem..

2.2 Download your keypair

The keypair is a key that is need to SSH into EC2 instances. Each instance that will be
launched on your behalf will only be accessible using your keypair.

Click on the ‘Edit User Information’ button from your home page.

Then click on the Download your keypair’ link next to your user name. A page similar to the
following one will appear:



The DiCloud Testbed

Logout genl

Here is your EC2 keypair

Copy this keypair in ~/.ec2/geni and make sure the file is only accessible by you (chmod 600)

You will be able to use that keypair to connect to EC2 instances you have started by using: 'ssh -i geniroot@ec2-xXx-Xxx-%X-

1.amazonaws.com

KEYPAIR geni f6:e8:de:8f:13:60:67:b1:e1:fb:b2:1d:f9:a6:8e:e8:37:03:69:c2 -—- BEGIN RSA PRIVATE KEY-—
MIIEowlBAAKCAQEA 1omwPNMsOSAErHsvCohU1hP/OuGmMAZP/gGA4SdgEZIhBLAPINM2610XdHBL
RD3IDIO140nfhjXdBDtv+ 2NjA45ITINGKZESH+M159Igz 2s Ups GEOchJMtupY yvGx TCd+oZ0re15
jez7kwJ5z 1xUzhgb4TogdUad+daOjt3XEBLI TIHV e S Xo/IGBcZOW, y 3xs EX3pBoSdF3uZ2HMY Y Hhy
eNdxwEpXKAKG/hNrzLJIBEPZI9RX uhwXkmWnmy Mv/+nwWrP KJRFQObCYF4IKEY nYFKaWyRtmkeMe
I+d+HgINQUApzoMBCWbUc rzg7jky r TH+k97HCOWWV uQkVaI3b0pU7WiwliDAQABACIBAQCYLUSLIT? 2
¥ig+WRMd3eTSUjUY B4qCTT05Me8TafxmwdMOQtUSxx/I7GVg3iodazfuxvyauds|YRNnRFCdvEITP
1xDfcQsCNouvH+5f3cre TLx TIYQsM1+ZulVKZed9rCjSk408bKeJsQgp10rq11/WjROpUKQrs1+ Xs

twY 2n+vDsUQ4hVisaEViFvH4Hs 0C5NOh56nGFETBEJ W+ MNV G4oCkloyuGB4Qlyg3492AFPPLEUafn
uDdWx OgjtLFS4HxdISPNZV2vbZDe U9X TUFId7FERr4NvEVy 2NiAeUt5aKjHIxuSemSVIW+ PEB7X0O
YUICUZSgil7n0D1tbNTCXseQY mKRAOGEAP3z Aden/pwGZpexJ SxNjk0fwk MmBbwAFDhOVzg 1Dty

1nQiiGsDFLILIJQL2L 4EezmZad|PZQ1VCHOtSATEETOg1 DEjicUBGTdrPrkzb0caMCN4dNy KsEMb HRTKOtEF 8y KCDy Xrivty

/MEyGBCWqFBLKZAOGBANhFMytZDh+4EveDk+az
W6pZMMieoc 1NRydHIbdPLBWUOIBkz GWK31USWnNFqbp1WEg82il9apgBHMxGYEV7qnNdcgE +58NE
aDelTGqPCx3m1mi8YAFga7jJrWTY2SPM587Vpge) QF9UO3XEzik VANLSQWegqRTrvy Ezy UX3w19vX
A0GAAWSQA/VUMhp3KIOGFY Y X 1W3zn6tQWzhP6COBtZgT11km1XMz8HGN7RLEVZdTWIXR29p9TUAD
QI3NNEBATW/O5Fvrk4X 6SP 1elK6mpPz X]EAbBNMS/x5JONYU7NSICIPgCm 7P Ro/T85A3501g2gkCO

VUUWHVmM3n6E 7Th7p2oxvoFECGY AnGERcI1d9fuDXJ 1D4d9iMnmJHF7i0kIPak5WoV0XGhS40cavQ
dOND23UTWTYnBIB5SN++fvJnDBA/Theckfd)s01GQTtghRU/csG1xzYgaxy8hevglZ7zJGOZfmkN
00ELOvCaDkUD8exgqHMCpuRus 9B D+bNZLAE RgQQhfQroswKBgDUQZIPTC/wYDKXNSTs FBDg5H+ Wk
IgZCbZRmtMEEVFgKNL6UIDN2l/xSWRHSHsyrLh1EIQdFrZgk69IwWS/LWPRF1ZXJflw7gtpdiXDN
Q+eN6VI51wwBTVsqlei T7HkQH-+GB6]Ajc0Qgx60x/[XDZAUAxcodnmKqepwO0aTgaGO5 -—END RSA PRIVATE KEY

Go back to your user page

Email dicloud@ecs.umass.edu if you experience any problem.

DCioud k= unded as part of e Nafional Sclencs Foundafion's Glioball Environmant for Metwork Innovalions (GEN

Copy/paste this entire key, including the ----- BEGIN RSA PRIVATE KEY----- and ----- END RSA
PRIVATE KEY----- lines into ~/.ec2/yourlogin. Next, it is important to change the permissions
of your keypair file, or else EC2 will not let you connect to it via SSH. To do this, just type the
following in your /.ec2 directory:

$ chmod 600 ~/.ec2/yourlogin

You will be able to log into your EC2 instances using a command line like:
ssh -i yourlogin root@ec2-xx-xxx-xx-xx.compute-1.amazonaws.com



Note that the -i parameter is the name of the keypair (which is your login) and not the name of
the file. If you try to give the path to the certificate file, ssh will fail.

3. Using EC2 resources

To use EC2 servers, simply click on the ‘Request new EC2 servers’ on your home page. Select
the kind and number of instances you need as follows:

* You are logged as user geni

Logout

Amazon EC2 resources

Provide the information about the EC2 resources you would like to use.

EC2 Instance type

ml.large j
EC2 region
us-east-1 j

Number of instances (note that each instance will result in a separate lease)
2

Number of hours
8

AMI ID
ami-78f21911

Submit Cancel

Leases are granted immediately if the budget allows it. Resources are automatically reclaimed
at the end of the lease or when the budget has been used, whichever comes first. This means
that servers are automatically shutdown when the lease is over or the budget is used.



The DiCloud Testbed

Logout geni

Reguesting leases for 2 m1.small instances with AMI id ami-78f21911 in region us-east-1 for 8 hours
Lease 20 inserted in database.

Lease 21 inserted in database.

Click here fo starf your instances

Back to your user page

Email dicloud@cs.umass.edu if you experience any problems.

To start your server instances, you need to click on the link ‘Click here to start your
instances’. The leases will then be processed and the instances will be started as needed. The
EC2 server will the be started and an instance id will be assigned to the server:

The DiCloud Testbed

Checking EC2 leases

Instance Id Instance type| AMIid | Region | Lease start time [Duration (hours)| Status

Starting new EC2 instance for lease 22
Instance Id: i-a6e345ch

mi.small ami-78f21911

us-east-1. ‘Wed Oct 27 0:14:50 EDT 2010 ‘2

Go back to your user page

Email dicloud@es.umass.edu if you experience any problem.

Cioud = funded 2z part of e Masonal Solence Foundation’s Global Erviranmeant for Netwark Innovasians | GEN

It usually takes a while for EC2 servers to start. You can check the status on the instance from
your home page by clicking on the ‘Check’ link of the EC2 instance.



The DiCloud Testbed

Logout geni

Hi genl, you are logged into the DiCloud testbed's web portal! Follow the simple steps below to request access to
each sensor

Current resources

EC2 leases:

Instance id |Instance type| AMIid | Region | Lease start time [Duration (hours) [Status
-a6e34sch [mi.small  |[ami-7821911/jus-east-1. [Wed Oct 27 0:14:50 EDT 2010[2 |Check
EBS leases:

When an instance has been successfully started, you will obtain its IP address in the page
generated by following the ‘Check’ link. Here is an example of the resulting page:



The DiCloud Testbed

Checking EC2 leases

Checking instance id:i-abe345cbh
instance Id  ||i-a6e345cb
lami 1d [ami-78121911

|P ublic name |e-|:2-50-1 6-32-140.compute-1.amazonaws.com

|Private name |domU-12-31-39-0B-08-F3.compute-1.internal
|Public IP |50.16.32.140
|Private 1P [10.214.15.1

|Instame State |mnning

|Instame Type |ml.sma||
|Ke1,r pair |geni
|start time |2010-10-27T04:23:21+0000

|Availabilit1,r Zone |us—east-1a

Terminate this instance

Go back to your user page

Email dicloud@ecs.umass.edu If you experience any problem.

You can connect to the instance above using your keypair (see section 2.2) with a command
line like:

ssh -i yourlogin root@ec2-50-16-32-140.compute-1.amazonaws.com

(s);h -i yourlogin root@50.16.32.140

The private IP can be used to communicate with other EC2 instances.

You can also force to terminate this instance (kill the virtual machine) by clicking the “Terminate

this instance’ button. You will be able to restart the instance as long as the lease has not
expired by clicking the ‘Process your leases’ button from your home page.

4. EBS resources

EBS is a network attached storage. It provides a block device that can be attached to a running



instance. To create a new EBS volume, click on the ‘Request new EBS volumes’ from your
home page.

The DiCloud Testbed
Logout genl

EBS volume size: |2 | in GB
Region: | us-east-1 v |
Availability zone: | us-east-la e |

Lease duration in months: |6 |

Create volume || Cancel |

Email dicloud@cs.umass.edu if you experience any problem.

Note that EBS volumes can only be attached to EC2 instances running in the same availability
zone of the same region.

Volumes are created as soon as you click the ‘Create volume’ button.

The DiCloud Testbed
Logout geni

EBS Volume creation

Creating 2 GE volume in region us-east-1.us-east-1a
EBS volume vol-50a8be39 successfully created
Lease 15 inserted in database.

Go back to your user page

Email dicloud@cs.umass.edu if you experience any problem.

As soon as the volume is created you can attach it to a running instance. You can check
the status of an EBS volume from your home page by clicking on the ‘Check’ link next to the
instance.



Current resources

EC2 leases:

Instance id [Instance type| AMIid | Region | Lease start time [Duration (hours) [Status

-a6e345ch |m1.small  ||ami-78f21911 |us-east-1. |Wed Oct 27 0:14:50 EDT 2010 |2 [Check

EBS leases:

| Volume ID [Size (in GB) | Region | Date Created [Duration (months)| Operations
[vol-50aBbe39)[2 |us-east-1.us-east-1a |Wed Oct 27 0:38:46 EDT 2010/[6 [check 7 Attach / Detach / Delete

Click ‘Attach’ to attach the volume to a running instance as follows:

The DiCloud Testbed
Logout geni

EBS Attach Volume

EC2 instance id to attach to: |i-a6e345chb |

Name to give to the device: |de'|.|'f’hdd |

Attach the volume

Current list of EC2 leases:

Instance id |Instance type| AMIid | Region | Lease start time [Duration (hours) [Status
l-a6e345ch |[m1.small  |[ami-7821911|{us-east-1.[Wed Oct 27 0:14:50 EDT 2010/[2 |[check

Go back to your user page

Email dicloud@cs.umass.edu if you experience any problem.

You can check the status of the EBS volume to make sure it has been attached properly:



The DiCloud Testbed
Logout geni

EBS Volume check

Checking volume vol-50a8be3? in region us-east-1
EBS Volume id: vol-50a8be39

Region: us-east-1a

Creation time: 2010-10-27T04:38:42+0000,

Status: in-usefattached

Attached to EC2 instance id: i-abe3d5ch

Registered as device : /dev/hdd

Attach time: 2010-10-27T04:44:39+0000]

Done
Go back to your user page

Email dicloud@cs.umass.edu if you experience any problem.

The volume can be detached before the instance it is attached to terminates by clicking
the ‘Detach’ link.

The ‘Delete’ link permanently destroys the EBS volume and the associated lease is
immediately terminated.

5. S3 usage

S3 buckets can contain a large number of objects (files). The S3 bucket name has to be unique
world-wide since it is registered in the Amazon DNS under bucket-name.s3.amazonaws.com.

New buckets can be allocated using the ‘Request new S3 buckets’ from the user home page.
We recommend to only use 1 bucket per user.



The DiCloud Testbed
Logout geni

53 bucket name: |dic|Dud-experimE-nt1 | Authorized characters are lowercase us-ascii letters (a-z), digits (0-9), dot
(-} and hyphen (-)

Region: ®us U EU

Lease duration in months: |2| |

Create bucket || Cancel |

Email dicloud@cs.umass.edu if you experience any problem.

It is then possible to put or get files in the bucket using the appropriate links from the user home
page:

53 leases:
| Bucket |Haglon | Date Created |Duratlon {months]| Operations
|dicloud-experiment1/[US  ||Wed Oct 27 1:16:10 EDT 20102 [Check / Put 7 Get / Delete

The put operation uploads a file to S3 as follows:

The DiCloud Testbed
Legout geni

S3 upload

Choose file to upload to the bucket: /home/manu/dicloud ec2 resources.png Browse...

Name to give to the object: |imagel |

| Upload file in bucket |

Gio back to your user page

Email dicloud@cs.umass.edu If you experience any problem.

Note that the file is first uploaded to the DiCloud portal and then uploaded to S3. This is why you
will see the name of a temporary file during the upload process:



The DiCloud Testbed
Logout genl

S3 upload

Uploading file Amp/php2u2gdy as object image1 in bucket dicloud-experiment1

Go back to your user page

Email dicloud@cs.umass.edu if you experience any problem.

To retrieve a file from an S3 bucket, use the object name (that was given when you did put the

file):

The DiCloud Testbed
Logout geni

S3 download

Object name: (imagel

| Download file from bucket |

Go back to your user page

Email dicloud@cs.umass.edu If yo

7)) Opening _tmp_s3_

You have chosen to open
| | tmp s3 dicloud-experimentl imagel

which is a: application/force-download
from: http://geni.cs.umass.edu

What should Firefox do with this file?
) Open with | Browse...
= Save File

[ Do this automatically for files like this from now on.

‘OCancel‘ ‘ &OK ‘




6. Pricing

Currently, only the administrator can see the budget expenses. Here are some indications of the
cost of the different operations.

6.1. EC2 instance prices

Each instance is started with CloudWatch for monitoring. The current prices per hour (in USD)
are as follows:

CLOUDWATCH = -0.015 per instance per hour.

m1.small,us-west-1=-.095
m1.large,us-west-1=-.38
m1.xlarge,us-west-1=-.76
m2.2xlarge,us-west-1=-.57
m2.xlarge,us-west-1=-1.34
m2.4xlarge,us-west-1=-2.68
c1.medium,us-west-1=-.19
c1.xlarge,us-west-1=-.76

m1.small,us-east-1=-.085
m1.large,us-east-1=-.34
m1.xlarge,us-east-1=-.68
m2.2xlarge,us-east-1=-.5
m2.xlarge,us-east-1=-1.2
m2.4xlarge,us-east-1=-2.4
c1.medium,us-east-1=-.17
c1.xlarge,us-east-1=-.68

m1.small,eu-west-1=-.095
m1.large,eu-west-1=-.38
m1.xlarge,eu-west-1=-.76
m2.2xlarge,eu-west-1=-.57
m2.xlarge,eu-west-1=-1.34
m2.4xlarge,eu-west-1=-2.68
c¢1.medium,eu-west-1=-.19
c1.xlarge,eu-west-1=-.76

m1.small,ap-southeast-1=-.095
m1.large,ap-southeast-1=-.38
m1.xlarge,ap-southeast-1=-.76
m2.2xlarge,ap-southeast-1=-.57
m2.xlarge,ap-southeast-1=-1.34
m2.4xlarge,ap-southeast-1=-2.68



c1.medium,ap-southeast-1=-.19
c1.xlarge,ap-southeast-1=-.76

The network traffic is charged per GB (to and from the Internet traffic have different costs):
EC2_NETWORK_IN_PER_GB =0; (-0.10 after Nov 1, 2010)
EC2 NETWORK OUT_PER_GB =-.15;

6.2. Other prices

S3 storage is billed per GB per month plus the network bandwidth at EC2 pricing. Note that
downloading data from S3 has to go through the DiCloud proxy which requires in+out network
traffic. Each put and get operation also has a nominal cost.
S3_STORAGE_PER_GB_PER_MONTH = -.15;

S3_PUT_OPERATION =-.01/1000;

S3_GET_OPERATION =-.01/10000;

EBS is charged per million IOs (read or write) on the volume plus the cost of storage per GB per
month (same cost as S3)
EBS_IO_PER_MILLION =-.1;



